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Abstract: In order to solve the problem that traditional methods cannot achieve a good balance between the ac—
curacy and efficiency of SQL injection behavior detection in the real-time high—speed network traffic environment,
this paper proposes a method for real-time detection method of SQL injection behavior based on deep learning con—
struction model, and constructs a detection network model called SQLNN based on Convolutional Neural Networks
(CNN) and introduces a fast Fourier transform layer. Based on this model, an online detection and adaptive training
framework for SQL injection behavior is proposed. For our detection framework, the detection accuracy of the SQL in—
jection statements reaches 99.98%, and it can detect about 10 000 packets containing SQL statements per second.
Therefore, it can satisfy the requirements of real-time online detection of SQL injection attacks for detection accuracy
and efficiency.
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Tab.3 Overview of data processing at each stage of the SQLNN model

HRR ik Rt RN K i ARG 4 i A A
Input TR S U A [1,length, 1] — [length] [1,length, 1]
FFT FFT #4 [1,length, 1] — [1,length, 1] [1,length, 1]
1-Convl B2 Relu [1,5,1,32] [1,1,1,1] [1,length, 1] [1,length,32]
2—Convl
1-Maxpool Ak 2%2 — [1,length,32] [1,length/2,32]
2—-Maxpool 1 = »rengt engtve,
1-Conv2 N
B, Relu [1,5,1,64] [1,1,1,1] [1,length/2,32] [1,length/2,64]
2—Conv2
1-Maxpool2 R — o
2 Maxpool2 k)= 2x2 [1,length/2,64] [1,length/4,64]
FC1 .
2 ESuRd=) [lengthx16, 1 024] — [1,length/4,64] [1,1024]
FC3 EoSUEs [2 048,2] — [1,2 048] [1,2]
SF Softmax 432 2 — [1,2] [1,2]
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Tab.4 Related parameter value
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Fig.7 SQL script length test results
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Tab.5 Variance of results at different lengths

JEA K MHAAE Z AR Z kiR 4
(F4%) HERIR/10° HEWR/10° A EZ/10°
80 8.1 2174 95.3
240 0.008 168.3 29
400 3.7 180.9 54
AT L ARSI, FEIEUEE T, KB 240 K

YERG R IR 5, 53] 99.98% . %F Tz ALk 4 , 78 3 Fh
K T HERREA S, (HREAERKE 240 T A FRR
157, i85 99.45% , A LIRS 240 VE M IIAH ALK .
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Fig.8 Model comparison test results
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Tab.6 Variance of results under different models 107

_— b= SR P2 v SO P2 17 SRR P2 Ll F S
LS HTIES FEImES Fi
SVM 174 382 352 476
MLP 2.6 24.1 26.1 49.1
GRU 0.01 1437 157 69.8
LSTM 02 95.6 58.6 96.4
CNN 0.1 1137 13.6 313
SQLNN  0.008 168.3 29 56.9

TEMERAE R, B85 SQLNN FIEL T3] ] S AR fE S
HURYRE R CNN L LSTM .GRU VR Z 5, #id 99.5%.
FEZ AR ™, A SO H 9 SQLNN AR BUAH XS F
HAAETYHERA R, Fy (EAHXTERAK, {H SQLNN 45
U 1R AR 5, 18 5] 99.45%.
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