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Coverless Information Hiding Algorithm Based on Image Classification
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Abstract: In order to improve the data embedding capacity and the communication efficiency of coverless in—
formation hiding algorithm, addressing the advantages of semi—structured coverless information hiding algorithm, this
paper introduces a semi—structured coverless information hiding algorithm based on the behavioral habits of social
platforms. The specific idea of the algorithm is to build a one—to—one mapping relationship between icons and secret
messages in a small icon library. According to certain principles,some small icons are montaged a picture, the secret
information can be expressed by the splicing picture, and the transmission of secret messages is realized by deliver—
ing the spliced pictures. In order to improve the recognition rate of small icons and the anti—interference ability of
the whole hidden communication system, convolutional neural network is also introduced to train and classify the i-

cons in the icon library, and the interference samples are introduced as training samples set. The experimental re—
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sults show that the algorithm has good anti—attack ability and the hiding capacity can be improved, and therefore, the

algorithm can be used in covert communication.

Key words: deep learning; image classification ; behavioral habits; steganography ; coverless information hiding
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Fig.2 Modified convolution neural network hierarchy
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Fig.3 Flow chart of secret information hiding
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Fig.4 Flow chart of secret information extraction
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Fig.5 Gauss noise attack
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Tab.1 The comparison of Gaussian noise attack
capability between CBZS algorithm , CSD algorithm
and the algorithm in this paper

o’ CBZS CSD AR
0.1 0.18 0.14 0
0.2 0.19 0.24 0
0.5 0.21 0.25 0
0.6 0.21 0.26 0
0.9 0.22 0.31 0
1.0 0.22 0.33 0
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Tab.2 The comparison of Salt and pepper noise attack
capability between CBZS algorithm, CSD algorithm
and the algorithm in this paper

Noise density CBZS CSD A
0.01 0.18 0.14 0
0.03 0.19 0.24 0
0.05 0.21 0.25 0
0.07 0.21 0.26 0
0.09 0.22 0.31 0
0.10 0.22 0.33 0
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Fig.7 JPEG compression attack
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Tab.3 The comparison of JPEG compression attack
capability between CBD algorithm, CBZS algorithm,
CSD algorithm and the algorithm in this paper

Quality CBD CBZS CSD AR
90 0.022 0.048 0.002 0
70 0.038 0.080 0.009 0
50 0.151 0.098 0.017 0
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