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Study on Construction of IOT Network Intrusion Detection Classification

Model and Optimization Based on Combination of ResNet
and Bidirectional LSTM Network
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(School of Computer and Communication Engineering, University of Science and Technology Beijing, Beijing 100083, China )

Abstract : In order to improve the performance of the Internet of Things (I0T) network intrusion detection model,
Residual Networks (ResNet) and bidirectional Long—Short Term Memory (LSTM) networks were combined , and an 10T
intrusion detection classification model was constructed. For the rapid and batch processing problem of large —scale
10T traffic, multiple traffic samples were converted into grayscale images. Then,the grayscale images were used to
construct IOT intrusion detection and classification model which combined with ResNet and bidirectional LSTM net—
work. The network structure and re—usability of the classification model were optimized experimentally, so the opti—
mization model was obtained finally. The classification accuracy of the optimization model is 96.77%, and the running
time after the model reuse optimization is 39.85 s. Compared with other machine learning algorithms, the proposed ap—
proach achieves good results in both classification accuracy and efficiency. The performance of the proposed model is
better than that of traditional intrusion detection model.
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of ResNet and bidirectional LSTM network
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Vector Machine,SVM) . FEHL XAk (Random Forest
Classifier, RFC) .38 # ( Decesion Tree, DT) 4 FF $2
Ft(Gradient Boosting, GB) , AdaBoost R A TIE
T 67.95%3 95.52%Z [A) ANFEHER R AT T FE
TRIIRLE BE LN 0.42 s 31| 8 794.45 s. L) B I EEXT
b, A< SCHT 42 ResNet— B[ LSTM Sk k18 T
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96.77% M HERA 3 , B AURG FE IR [B] 24 13 968.88 s HF]
FARAF L B BRI A TR R T by, AR A 2 ] 7T L
ARHE) 40 s AN R AFT HAB AL 2 S 1AL,

FT HEABRYRILE

Tab.7 Results comparison of different classification model

RN e /% H L] ] /s
KNN 95.45 1373.65
SVM 36.46 3758.84
NB 91.67 0.42
RFC 70.66 1.27
DT 69.91 6.02
AdaBoost 90.85 14.57
GB 67.95 77.23
LeNet5 88.51 397.07
AlexNet 84.89 895.51
VGGNet 72.40 2 699.06
GoogleNel 95.52 8 794.45
ResNet 96.08 9 698.51
ResNet—A¥[i] LSTM 96.77 13 968.88
ResNet—#[5] LSTM( & JH11L) 96.77 39.85
(BB F R A ] )

ARSI Portscan BEEHRA A 2017 427 H 7
H 13:55-14:35 3t 40 min %45 3 09 7 & 500,
DDoS Yl 8454 M 2017 -7 H 7 H 15:56-16:16
320 min RERN IR ESHE, HAEALEC 2%
SRARSCITHERIRY. T AESERR N RS, i T BSE X 45 30
Bhdehm e SIER R WEdEEE K, HoRER
() AT BRI, BT LAREAS S B g . PRI e SEEBr 1oz FH
B A REAS 8 K TFAS SCYIN 2Rt B FREAS &, R LAY
SRAR SO PRI, DR AR SC T SR ABE FR X L S G T
IREE T KA ARG o3 A UL 2 S LA AT —
ESZH.

5 & &

S X RS P 166 PX) 37 St 4L R Ak L ) T, AR
SCHE Y SamExtract R H N 2 SR E S0 A il o)k
G O R, JERIHIEET ResNet FIILH LSTM
il WO UR B 2 2] 5 vk A O B XA AR AR T - IS A
L AR SCHEH AY LT ResNet FIRLE] LSTM GilA 1KY
LRAEM  TEAs A AERE L, RIS AR Z SR ER LG Rk
fiE, F| FH ResNet—Inception JZ A HR IR JZ YR IR 28 456 T
JXE A S i) el R 5 ZERR ()48 25 |, 1) X m] LSTM
) 2% 2 > ) 248 i [] 4) V A B AR AR i ik — 20
4k ResNet-Inception J2&5H | #IZZ 450 . XU
LSTM P45 Fi152 A iy, iR Ak I 1 o A Rl 7

B2 R R 3R 14 R P 82 12 20 S A TR R A 18
PRI XU 9 73 ST HEA T, AR 73
ST (R R IR BN T 96.77% , FEAURE HEEE]
39.85 s, ZEGTERENL T HAL N FBETY . A 4
SamExtract 5-1% | W Z5 R AL RIS AR AL T
TERT PR PR KA AARACHI 73 SRR AL 3 S
LRA —ESHME.
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