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An Improved Modular Inversion Algorithm and Hardware Implementation

HU Jin®, LI Yongbin
(School of Physics and Electronics , Hunan University , Changsha 410082, China)

Abstract: In public—key cryptosystems (PKI) , whether it is RSA cryptography or elliptic curve cryptography
(ECC) , modular inversion operations are very critical operations. The premise of modular inversion operations is
that the greatest common divisor (GCD) of the two numbers is 1, otherwise the result is meaningless. Based on the
existing binary modular inversion algorithms, an algorithm that can simultaneously find the GCD and perform modu-
lar inversion operations is proposed, and the algorithm is optimized and implemented in hardware using VERILOG
HDL language. Through functional simulation and FPGA verification, the results show that this design can correctly
perform the modular inversion operation of large number from 32 to 1 024 bits. The design is applied to a PKI module
of an automotive security chip, using UMC 55 nm process for tape—out, and the chip area is 10 mm*. When the work-
ing voltage is 3.3 V and the clock frequency is 200 MHz, the power consumption is about 30.2 mW.
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Fig.1 Modular inversion algorithm hardware

structure block diagram
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Fig.2 State transition diagram of modular inversion algorithm
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Fig.3 Algorithm module circuit diagram

T2 H, T A A BCHE AT L 32 457 R BN A
JC, QAR HEAT 1 024 AL RT IS 5., I L B 2R
32, ] LLF M B S m] DASEEE 2 048 o7 L 2
B 9N 07 7 ST et e N P B G V< i g = N K VA . AN
BRAFR P R B AL A 2 | ram (B 25 B 75 2EHOK

HiE3 XEMEEZX

A B A=(a, a0,

BB B=(b,,,b, 5. 1 by) o

il le,sl =A+B.

1, {e,s,t =a,+ b,

2.6 T i 1B k-1, AL AT

2.1 eyl =a,+b+ec.

3,120 (c,s).

) ao) 232



104 PN QR 2]

2022 4F

Bik4 KRBUBEEZ
%/\:%%&A:(aquahz,“',ao)
%ﬁB:(bk—nbk—z’""b0)232
it lc,st=A-B.

1,{c,st =a,— b,

20 F i 18 k-1, EE AT
2.1 He,st=a,—b—c.
3,1& [\ (c,s).

232

3 #ERE5OMH

L VCS X iz B HEA T DR B, WK 4 s .
338 B P S B AE A T e A 2 BRI i i B
45 R BT 0 45 R ARAFAE ram . f A5 R
W 3% B AT LUIE A EA T 32~1 024 bit (U a .

B4 Fxdhaetr AR

Fig.4 Algorithm function simulation diagram
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