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An Optimized MD5 Algorithm and Hardware Implementation

WANG Zhendao, LI Nif
(School of Physics and Electronics , Hunan University , Changsha 410082, China)

Abstract: The MD5 algorithm is a widely used Hash algorithm, which occupies an important position in digital
signatures and signature verification. The efficiency of the algorithm will directly affect the speed of signature and sig-
nature verification. This paper proposes an optimized MD5 algorithm, which uses a three—stage adder to replace a
four—stage adder, optimizes the cyclic shift operation to shorten the critical path of the single—step operation of the
MD5 algorithm, and implements the hardware in VERILOG HDL language. Through simulation and FPGA verifica-
tion, the results show that the design function is correct and consumes fewer hardware resources and has a large data
throughput. The design is applied to a cryptographic security chip, which uses a 0.18 wm process for MPW tape—out
with a chip area of 6 mm*. When the clock frequency is 150 MHz and the voltage is 3.3 V, the power consumption is
about 10.7mW.
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Fig.1 MDS5 algorithm logic function calculation flow chart
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Fig.2 Top-level module diagram
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Fig.4 Multiple message grouping sequence diagram

0:05_ )} 0xeff Yoxs2foe0foxet 001 )T 0x00

&l 4 378 3410 B4 il i A G E 0, 1 F 7, 55—
A B E 24 B 44 - Moo At MO1, HF|
msg_blk_active[ 0% F 0, 18 & 0 A g A T —4~H
Sy 44 MO1: msg_blk_tvalid 4 24 I H. msg_blk_tlast
T 1, FRIZH B AR i q — o dl . N ATH
S22 MOT 2 %y 3 2 MDO 4 s ) 7] B 2 35 4N

3 XWHERSSH

i1 ModelSim X} % B B AT DI REDT B, WiE 5
7R . MD5 iz 8 58 5 P md5_tvalid {55, % 1Y
md5 tddtaEﬂj\jHash{E B R E I Z T IREERf .

A5 Fhaetr A HE

Fig.5 Functional simulation diagram

fd FH Arrial0 FPGA JF & AR i AT T AR 50 ik
Bk 7z s T Ry O B L il T 1 1903
A> ALUTs , e /Y I B0 451 32 173 MHz, o5 H] %5 1+
7 o 12 883 4, Bl Ay ik £ 5 KA 81.31 Gbps. 3£ 1
FIH T TR BETT B PRIHFE RN PR RE LA
®1 FPGA L RE3tLE
Tab.1 FPGA result comparison

it AR /MHz BV Fr it /Mbps
SCHkL1] 48 30 134 13010
Scfﬁﬂ ] 64.45 5912 493.2
k[ 7] 130 27 050 66 560
)uﬁ)\[m] 111 7253 56 863
LN ey 173.7 11903 81311

BT T — 3 i % 4t A, B 6 Mzt i
BRI, SR 0.18 um T 2L HEAT MPW Ui H, %85 H T
FUR 6 mm?, TAEHLE 3.3 V, BH4h5 5%k 150 MHz i,
UIFEZ1 10.7 mW , MRAZE SRR % BT DI RBIER .

He LhmnA
Fig.6 Chip layout



110 RS R4l (A SR B2 RR) 2022 4
formance Computing and Applications, shanghai, China. Incs,
4 % iE 2010:433-441.
= (=]

MDS5 5035 )2 N T 80728 24 M 25 AL 5y

A B SR ATLAEE AT 15 S 3 M L 2 I P e
RXFEIEPERE M ZIR . AR SCIR I T — R L e Ak
Biar it ARSI R s SR R SRR AR
Yok 2D MIDS 3z B3 110 B S0 S0 ) Bl 52 80y 1k 5 3 o 9
Kt , AT A A A 32 A 3 1 9 8 R B, B
T 43 A B e ] S8 T B o SOH R KR R s T
B Ak & %A VERILOG HDL 5 5681,
B 0.18 pm LTI A .

S 3k

[1]

HE D J,XUE Z. Multi—parallel architecture for MD5 implementa-
tions on FPGA with gigabit-level throughput [ C]/2010 Interna-
tional Symposium on Intelligence Information Processing and
Trusted Computing. Huanggang, China:1EEE,2010:535-538.
IGNATIUS MOSES SETIADI D R, FAISHAL NAJIB A,
RACHMAWANTO E H, et al. A comparative study MD5 and
SHAT algorithms to encrypt REST API authentication on mobile—
based application [ C]//2019 International Conference on Informa-
tion and Communications Technology (ICOTACT) . Yogyakarta,
Indonesia:IEEE,2019:206-211.

MOHAMMED ALI A, KADHIM FARHAN A. A novel improve-
ment with an effective expansion to enhance the MD5 hash func-
tion for verification of a secure E—document[J]. IEEE Access,
2020, 8:80290-80304 .

JARVINEN K, TOMMISKA M,SKYTTA J. Hardware implemen-
tation analysis of the MD5 hash algorithm [ C ]//Proceedings of the
38th Annual Hawaii International Conference on System Sciences .
Big Island, HI, USA: IEEE, 2005:298a.

HOANG A T, YAMAZAKI K,OYANAGI S. Multi-stage pipelin-
ing MD5 implementations on FPGA with data forwarding [C ]/
2008 16th International Symposium on Field-Programmable Cus-
tom Computing Machines. Stanford, CA, USA: IEEE, 2008:
271-272.

WANG Y L,ZHAO Q X,JIANG L H,et al. Ultra high throughput
implementations for MD5 hash algorithm on FPGA [C J/High Per-

[10]

[11]

[12]

[13]

[14]

[15]

[16]

BREAE  MRGIR M, 45 BE T FPGA A MDS i AR B 1
B et RS54, 2012, 32(12) : 1258-1261 .

HAN JS,LINJJ,YE ] W,et al. Design of MD5 high—speed mod-
els on FPGA[J]. Transactions of Beijing Institute of Technology ,
2012,32(12):1258-1261. (In Chinese )

KHATRI V,AGARWAL V. Modified MD5 algorithm for low end
[oT Edge devices| C]//2019 10th International Conference on Com-
puting, Communication and Networking Technologies (ICCCNT) .
Kanpur, India: IEEE,2019:1-6.

FEfg . BRI EIEN N RS EM]. FREOR,
2018,42(7):159-161.

WANG M Z. Application research and implementation of secure
hash algorithm [J]. Information Technology, 2018, 42(7) : 159-
161. (In Chinese )

KAREEM S M, RAHMA A M S. A new hybrid (MD5 and RC4)
cryptography algorithm using multi-logic states [ C1//2019 Ninth
International Conference on Intelligent Computing and Information
Systems (ICICIS). Cairo,Egypt:IEEE,2019:285-292.
SHADAB AHMAD Khan. FPGA implementation of MDS5 algo-
rithm for password storage [J]. International Journal of Science
and Research,2013,4(6):136-139

FUH  wBER KA. 2T FPGA B MDS FL B 5 908
[J]. fFHAR,2010,43(1):69-71.

WANG B T,HAN G D,ZHANG X J. Design and implementation
of MD5 algorithm based on FPGA[J].
0gy,2010,43(1):69-71. (In Chinese)
SUN Y H, WEI'L F, LI P. Fast hardware implementation of MD5

Communications Technol-

algorithm [ J]. Computer and Information Technology, 2007 (5) :
14-15.

TAN J, ZHOU Q L. Implementation and improvement of MD5 al-
gorithm in mimicry computer based on full pipeline architecture
[J]. Small and Micro Computer System,2017,38(6) : 1216—-1220.

WANG Y L,ZHAO Q X,JIANG L H,et al. Ultra high throughput
implementations for MD5 hash algorithm on FPGA [M |//Lecture
Notes in Computer Science. Berlin, Heidelberg: Springer Berlin
Heidelberg,2010:433-441.

FR 4. R MDS BEE R FPGA SBL[T]. fH R4
A,2011,35(9):55-58.

WANG C,YUAN Y. A super—high throughput implementation of
MDS5 algorithm on FPGA [J]. Information Technology, 2011, 35
(9):55-58. (In Chinese)



