49t Hall B OR E A (A R R R D) Vol.49,No.4
2022 4 4 A Journal of Hunan University (Natural Sciences ) Apr.2022

XEHS :1674-2974(2022)04-0018-08 DOI:10.16339/j.cnki.hdxbzkb.2022278

—FpE T F I B RIImES JTiE

Bed \BEIE 2 BRI E AR 2 L 3, bk 4, Ak
(1. WM R 5 B 5 TR 2B Mg K7 410082;
2. WRARHE K2 TR AR RS TR 4B, W RE M 411201
3. R WS AR R W VD 4100835
4. K (5 B RMABR AR IR K1 410199)

;‘ﬁﬁ E.RERARKEENEZAT EZ— mAFHHNA S TRE AGEERE, =F0)
GOMRAEARGHERELLF R, A TREFINIEE 5 i35 ik R, R gk
&%éﬁﬁ]ﬂa‘ B KWL LEM G E AL KO T &g K, B E AR RGBT A 40 89 5 FR
BERG R, FRAREMK ANE R AIXRE—FER THIROBRERBARIEE 7 k.
Xt W) 4 BAR B AT IR BRI, B SRETH B A Wﬁ&#%ﬁ_fr H2, M B e ik JE 2R BT
BAF G IF FH AE RATAU & 09 B AL S A 35 R AL 35 e ) 5 35 A AR 0 BCARAEAL SN A
TG AT WA AR R AT TP E IR X AR . iyr/ ﬁﬁﬂtfz T & E Bk, BER
WEWIEZ THHEELE LRTANEE EHF  HRE R KL BRI T %
$o, £ 77 kP FINBCH 2] 85 25 A #i AR SE A FR BUAS 8. SR I 25 R R O, iZ B b 1e 5 75 ik & s B
KRN, BAAR S R LR B, LIRS AN EREGSHER AFEEN
R LVEFTEYTH W E I TES BRI TR, RE BB W& iERIR S 2, M M %
sk .

KEIF BB REFT ARSI ME B0, % E R

¢l§lﬁzfé%:TP309 XHkFREARD: A

A Mobile Steganography Method Based on Deep Learning

LIAO Xin', LI Yiyi"*, OUYANG Junlin*,ZHOU Jiangmeng®, DAI Xiangtao*, QIN Zheng'’
(1. College of Computer Science and Electronic Engineering, Hunan University, Changsha 410082, China;
2. School of Computer Science and Engineering, Hunan University of Science and Technology, Xiangtan 411201, China;
3. School of Physics and Electronics, Central South University, Changsha 410083, China;
4. Great Wall Information Co. ,Ltd, Changsha 410199, China)

Abstract: Steganography is one of the main methods for covert communication, while mobile phones are the

most commonly used communication devices. The combination of the two has high practical significance. In recent
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years, steganography has developed rapidly with deep learning technologies. To improve the performance, networks
evolve towards a more complex and large style, which gradually deviates from the real world scenarios with covert
communication as the core, resulting in low practicability. For convenience and efficiency, a lightweight image steg-
anography method is proposed for mobile phone. The network structure is designed in a light style, with depthwise
separable convolutions utilized to reduce useless parameters and keeping a balance between accuracy and speed.
Based on generative adversarial networks, the proposed method consists of a generator, a decoder, and a discrimina-
tor, which are trained together defiantly and finally advance in a spiral upward trend. To deal with various challenges
in the real world, the model is deployed on mobile phones for tests. The networks used on smartphones are pruned,
which indicates performance degradation. To ameliorate this problem and enhance decoding accuracy, BCH correct-
ing codes are used in the method. The results show that the method can generate high—quality images with high
speed, which meets the convenience requirements in today’s world. Besides, it’s worth noting that the method works

without online requests. All the embedding and extracting tasks can be done by phone itself, which means this

scheme is immune to eavesdropping attacks.

Key words: steganography ; deep learning; GAN ;mobile phone ; lightweight
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