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HCGAN: A High Capacity Information Hiding Algorithm Based on GAN
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Abstract: Aiming at the problems of low steganographic capacity, difficult information extraction, and poor secu-
rity in existing information hiding algorithms, this paper proposes a high capacity information hiding algorithm based
on GAN(HCGAN ). For secret information embedding, an Im—Residual structure—based encoder is applied to embed
the secret information into the carrier image, avoiding the information loss caused by the feature extraction of the con-
volution layer. For secret information extraction, a dense structure—based decoder is utilized to extract secret informa-
tion from the secret image, and feature reuse is used to increase the extraction rate of secret information. In terms of
anti—steganalysis, the discriminator based on steganalysis and the encoder based on Im—Residual structure are used
for adversarial training to improve the anti—steganalysis ability of the secret image. Experiments show that after adver-

sarial training, HCGAN has a lower steganalysis detection rate at an embedding rate of 2bpp than the WOW and S-
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UNIWARD algorithms at an embedding rate of 0.4bpp.
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at different embedding rates
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Tab.2 Distortion and capacity of each algorithm under different encoder—decoder structures

Accuracy PSNR/SSIM RS-BPP
Decoder D
Basic Dense Im—Residual Basic Dense Im—Residual Basic Dense Im—Residual

1 0.96 1.00 1.00 29/0.84 44/0.98 44/0.98 0.93 0.99 0.99

2 0.94 0.99 0.99 29/0.81 42/0.97 41/0.96 1.68 1.97 1.96

) 3 0.87 0.97 0.97 30/0.83 39/0.94 38/0.93 2.26 2.84 2.83
Basie 4 0.78 0.82 0.82 30/0.83 38/0.91 38/0.93 2.24 2.53 2.56
5 0.71 0.76 0.76 29/0.83 40/0.95 40/0.94 2.11 2.62 2.64

6 0.68 0.71 0.75 30/0.85 41/0.95 40/0,94 2.16 2.50 3.04

1 0.97 1.00 1.00 30/0.88 44/0.98 45/0.98 0.93 0.99 0.99

2 0.95 0.99 0.99 31/0.86 41/0.96 40/0.97 1.79 1.96 1.96

3 0.88 0.97 0.98 30/0.83 38/0.94 39/0.93 2.31 2.81 2.86

pene 4 0.78 0.91 0.92 30/0.84 38/0.92 38/0.92 2.24 3.32 3.36
5 0.72 0.83 0.85 30/0.83 38/0.93 39/0.92 2.20 3.29 3.53

6 0.68 0.77 0.77 30/0.86 40/0.94 40/0.93 2.16 3.25 3.29
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Fig.7 Carrier image (left) , hidden image(middle),

residual image (right)
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Tab.3 The performance of different data sets under the Dense structure

Accuracy RSNR SSIM RS-BPP
Dataset Encoder
Ibpp  3bpp  6bpp Ibpp 3bpp 6bpp 1bpp 3bpp 6bpp Ibpp 3bpp  6bpp
Im-Residual 100 097 082 40 38 39 096 094 092 099 284 385
CelebA Dense 099 098 071 40 37 37 096 094 094 099 28 253
Basic 097 091 0.67 30 30 30 088 087 087 094 247 207
Im-Residual 100 097 080 37 37 37 094 092 090 099 284 36l
€oCo Dense .00 097 076 38 36 37 095 090 072 099 28  3.07
Basic 097 085 068 27 26 27 080 075 078 094 213 224
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Tab.4 The performance of different data sets under the Basic structure
Accuracy RSNR SSIM RS-BPP
Dataset Encoder
Ibpp 3bpp 6bpp 1bpp 3bpp  6bpp  L1bpp 3bpp  6bpp  lbpp  3bpp  6bpp
Im-Residual ~ 1.00 097  0.80 40 39 38 097 095 093 099 282  3.67
CelebA Dense 100 094 070 40 38 40 097 092 095 099 265 241
Basic 098 090  0.68 30 30 31 088 085 08 095 243 213
Im—Residual 100 097 080 39 37 37 095 091 092 099 282  3.60
COCo Dense 099 097 074 38 36 37 095 091 092 099 280 289
Basic 097 085 068 27 27 26 080 075 077 094 212 219
3.3 REWESH L0 ' — Basic Discriminator
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Fig.8 ROC curve under different embedding rates
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Tab.5 The detection accuracy of

Yedroudj—Net steganalysis network %o
AR
LSk siil

1bpp 2bpp 3bpp 4bpp Sbpp 6bpp
FEREPBLE R 66 80 84 98 99 99
HETRGHPSEMS 62 72 8 97 99 99

i J5 , AN SCHE Yedroudj—Net U5 4 AT A RLR
BT HCGAN B3 3% il 2 i 5 B REURCH % WOW , S—
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Tab.6 Comparison of the embedding rate

of each algorithm under similar security

RS Yedroudj—Net K% /% AR
WOW 85 0.4 bpp
S-UBIWARD 78 0.4 bpp
HCGAN 72 2.0 bpp
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