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Vulnerability Detection Method Based on Structured Text and Code Metrics
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Abstract: Most of the current source code vulnerability detection methods only rely on a single feature, and the
single dimension of characterization results in inefficient methods. To address the above issues, a vulnerability detec-
tion method based on structured text and code metrics is proposed to detect vulnerabilities at the function—level
granularity. Using source code structured text information and code metrics as features, long—term dependencies in
structured text information are captured by constructing a self-attention based neural network to fit the relationship
between structured text and the existence of vulnerabilities and translate them into the probability of vulnerabilities.

The deep neural network is used to learn the characteristics of the results of code metrics to fit the relationship be-
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tween code metrics and the existence of vulnerabilities, and the fitted results are transformed into the probability of

vulnerabilities. Support Vector Machine (SVM) is used to further classify the probabilities of vulnerabilities obtained

by the above two representations and obtain the final results of vulnerability detection. To verify the vulnerability de-

tection performance of this method, 11 source code samples with different types of vulnerabilities are tested. The aver-

age detection accuracy of this method for each vulnerability is 97.96%. Compared with the existing vulnerability de-

tection methods based on a single representation, this method improves the detection accuracy by 4.89%~12.21%,

and at the same time. the false positive and false negative rates of this method are kept within 10%.

Key words: vulnerability detection; structured representation ; abstract syntax tree; code metrics; deep neural

network
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Fig.1 Framework for vulnerability detection in this paper
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TP
P=p e (7)
3) A R R 9 TSI ) U TR AREAS 5 BT
TR REAS 1Y EL 5]
TP
R=eN+Tp (8)

4) F1-Score : K5 80 R A1 A AR P8 A1 418, [
IS TR 3 (A e IR O
2XPXR

F1 —Score=ﬁ 9)
5) TR FPR : Jolw il FEAS B DR 4 10 He

FP
FPR = o5 N (10)

6) T FNR : Il A A< b oA 4G I 1 A e A
BT Fe i, FNR=1-R.
42 IWEERDH

R EAS SO R P RE A SO A S R TR
AR SCAS 235 1) Ak ZRAIE A9 T T A 0 vk 3 SOR
S FAE A T IR ARSI 32 AR R T A A ) T T
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Tab.3 Experimental environment configuration

7AWy 240
CPU Intel(R) Xeon(R) Silver 4110 CPU 2.10 GHz
GPU NVIDIA Quadro P2000
W 2TB
N AT 32GB

BAE Keras2.2.2 Tensorflow1.10.0 ,Python3.5 Scikit-learn0.20.0

BAERGE Windows10 18363.1440

4.2.1 A& MIALE M 2L ROV RE R A

AR SCAR HH A T AR A SO B U B2 ) T )
Kl 7k, i 1 URARS SOA 9 45 K AL R A AN AL S
JEE PR R AE T 3. N AT A4 4 B 5 B — 2P
17 : EET SA B 22 19 25 11 R L2 1 ; @ DNN A A
YR Kt ; @SVM A AL 2k K it , i SVM A
TR B i 13 45 2R R AR SR I 7 1k B B 8 25 R I B
I s B AR AN 3R 1 7R 3 1 AP ISUER A
b Ew s R GEIMIEZ SRR S

1) SA 1 25 9 28 1 25 S . A SCR)
T SA FY P2 W 28 FEAT AU 5 H A0 SCAS R A 2“7 ]
S 56Uk SA HIL ) e A 3R A CRD 25 4 A SOA ISP KA fig
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Fig.5 Accuracy comparison of five neural networks
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Fig.6 Precision comparison of five neural networks
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Fig.7 Recall comparison of five neural networks
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Fig.8 F1-Score comparison of five neural networks

0.5

0.4
(o=
(=T
=
5
o
=
% 0.2

0.3

0.1

0

CWESO CWES9 CWET13 CWEI29 CWE134 CWE190 CWEI91 CWE197 CWE369 CWE400 CWET89
Tl 27
B9 AAYAY 22 M 4R IR F FPR AT b 45 1

Fig.9 FPR comparison of five neural networks
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Fig.10 FNR comparison of five neural networks
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Tab.4 Experimental results based on code metrics

A P R F1-Score  FPR FNR

CWEB0 0.9306 0.9529 0.8448 0.8956 0.0227 0.1552

CWEB9 0.7862 0.6455 0.3398 0.4452 0.0630 0.6602

CWEL13 0.8270 0.7494 0.4855 0.5893 0.0557 0.5145

CWE129 0.8193 0.8316 03091 0.4507 0.0197 0.6909

CWE134 0.8422 0.6741 0.6553 0.6646 0.0992 0.3447

CWE190 09103 09182 0.6939 0.7905 0.0199 0.3061

CWE191 09178 09286 0.7078 0.8033 0.01691 0.2922

CWE197 0.8612 09484 0.6359 0.7613 0.0185 0.364 1

CWE369 0.8768 09412 05517 0.6957 0.0118 0.4483

CWE400 0.8822 0.8526 0.6303 0.7248 0.0356 0.3697

CWE789 0.7787 09886 03466 0.5133 0.0020 0.6534

S B | T ARG 1 2 R AR T
R AR BN, 2 X CWE129 448 I
HERA 2235 3] 81.93% M HE T |, T iz %835 31 69.09%.
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ANt S SORG I 45 SR PR 22 . RT DL SR X AR R
JEE 0 A 7 2 L P AR 1 O A ) 2 5 A 7
], AN BE TR AL 5 A A B Y ) . PR e A A e A —
FEFRIE I REAE W71 A5 A fa BRI, (UK S0
JE RN RE TS A 2 T T AR ) R

3)SVM BRI L K I . A6 Ji 9256 o ik
SE R AL SCAR FEAE AR B S R AR I 25, 19 31 2 AR
[Fi) 24 J32 R I S 7R . R AR S v o D0 HR i A 2
TG O ASE 7 4 ) A5 L R AR RS A7 A TR AR LA 2
AP 2 I 265 A D ASE TR 1) i VR Sk R B RRAE SR
SVM R85 4325, 45 B Fe ZAG I 45 21, B 10 s )
ST A 3 R B A R EIOR T SVM R AT 2R 1 43 28
AR LM 4325 A SC 43 i FH £8P 42 (linear) | 223
A% (poly ) A1 A% (rbff) o A% 93 b A I 5 260 ) o
AR SE— 22025 DL CWE113 I 1 A 108 B 43 2 5t
T, AR AZ PR R SVM PR3 FHan &l 11 i

LOP & goxn o0 o8 o "
09! %% 0t x .‘ (44
XK X "
0.8 ﬁx; x ° L]
207 % x =
] * X
_10.6 o °
= X x
= 0.5 % X
.2'04 ol *
E K ’3(* x x 3
=03 &'
W =
0.2 X - : ..’,
0.1 faex X x x’“‘
X X x f‘”
0 L x o ®®ox m , 2

1 02 03 04 05 06 0.7 0.8 09 1.0
AST_Vul_rate
(a)SA I DNN A A5 10 gy HH s 18]

(=]
=]

1.0F

N
AN I
0.9 & X% 00
RO X x‘\
0.8 F %5 ™
’ i‘xx "\\
£0.7 & x N
e X
_10.6
=

A
o
W
XK

M
o
(O8]
E 3
A Rk
© X g T

*
* x
x
/

x| ®=W x = A}

102 03 04 05 0.6 07 08 09 1.0

0 0
AST_Vul_rate
(b) £ A% SVM pedfi il
1.0F . o
09 B 2E A
x RXX X
0.8 a:;‘;‘
£0.7 % x
] by X
0.6 ¥
=05 p By
iR L
% ’ ); x' *
=03 g(‘ °
02 ff
0.1 E
0 * x| =m.om = \ 2

.1 02 03 04 05 06 0.7 0.8 09 1.0
AST_Vul_rate
() ZW A% SVM He o i A

o
o

10F
0.9
0.8
207
E
2106
=
= 0.5
1=
£ 04
%
=03
0.2
0.1

\
X =W xR W N

0 0.1 0.‘2 0.‘3 04 0.5 0.6 0.7 0.‘8 0.‘9 1.0
AST_Vul_rate
(d) R A% SYM i i 7
B 11 CWEL13 R X &4 4 e AR
Fig.11 Decision boundary for CWE113 test data



55 4 3] W 5 « T A AR A SCAR B AR JE kv s 0 A 00 5 3%

67

B 11 (a) S22 T SA (4 K I 455 784 R DNIN A ) 5
U A A O R B 1 Ga) ~ 11 (d) AR B B — A A
Ferm MR B e 4 i) — A RO B, B 5 R R I R
B AR TR | X7 5 8% bR BN A TE T T . A
PR AL BR 7 T A5 R Al SCA R ARG 0 AR A
(1) U 1T A7 ZE AR5, DN Al s 2R 7 35 T U 32 4 A k)
A A L0 e TR AR FE A . AN SR A AR R
7N FE T SA YRS TR AT DN G 0 A 750 1 341 712 R
AR KM RIS . B 11 () ~E 11 (d) 5350 3%
75 SVM H1 3 FiAS [A] A% bR £ Y D 3R 301 5 .SV ML A AL (1)
HARPEAG Z5 R an e 5~32 7 iR .

x5 KMZSVMOLER

Tab.7

R7 SHESVM A EER
Gauss kernel SVM classification results

CWE#

A

P

R

F1-Score

FPR

FNR

CWEB0

CWEg9

CWEI113

CWE129

CWE134

CWE190

CWE191

CWE197

0.986 3

0.980 0

0.977 4

0.981 4

0.9370

0.9899

0.9910

0.990 8

0.990 9

0.945 5

0.9816

0.956 6

0.9575

0.9823

0.9828

0.983 6

0.970 1

09771

0.929 0

0.966 2

0.770 2

0.976 2

0.979 2

0.990 1

0.980 4

0.961 0

0.954 6

0.961 4

0.8537

0.979 3

0.9810

0.986 9

0.004 9

0.0190

0.006 0

0.013 8

0.0107

0.005 7

0.005 3

0.008 8

0.029 9

0.0229

0.071 0

0.033 8

0.229 8

0.023 8

0.020 8

0.009 9

Tab.5 Linear kernel SVM classification results

CWE

A

P

R

F1-Score

FPR

FNR

CWEB0

CWE89

CWE113

CWE129

CWE134

CWE190

CWE191

CWE197

CWE369

CWE400

CWE789

0.986 3

09771

0.977 8

0.9790

0.9370

0.990 1

0.990 9

0.990 8

0.978 9

0.967 7

0.992 4

0.990 9

0.9337

0.9817

0.956 2

0.950 6

0.9870

0.982 8

0.983 6

0.968 0

0.966 0

0.989 4

0.970 1

0.978 9

0.930 4

0.956 2

0.776 4

0.972 4

0.978 6

0.990 1

0.948 8

0.900 7

0.988 0

0.980 4

0.9557

0.955 4

0.9562

0.8547

09797

0.980 7

0.986 9

0.958 3

0.9322

0.988 7

0.004 9

0.023 5

0.006 0

0.0138

0.0126

0.004 1

0.005 3

0.008 8

0.0107

0.010 4

0.005 4

0.029 9

0.0211

0.069 6

0.043 8

0.223 6

0.027 6

0.021 4

0.009 9

0.0512

0.099 3

0.0120

Tab.6

*6 ZLXZSVMAEER

Polynomial kernel SVM classification results

CWE#

A

P

R

F1-Score

FPR

FNR

CWEB0

CWEB9

CWE113

CWE129

CWE134

CWE190

CWE191

CWE197

CWE369

CWE400

CWE789

0.988 4

0.976 9

0.978 9

0.979 9

0.940 0

0.9915

0.991 0

0.993 1

0.9755

0.968 8

0.992 4

0.988 0

0.9216

0.980 3

0.944 2

0.944 6

0.986 6

0.979 3

0.980 6

0.964 6

0.948 9

0.989 4

0979 1

0.993 0

0.936 2

0.9737

0.7950

0.978 6

0.9829

1.000 0

0.938 3

0.9228

0.988 0

0.983 5

0.9559

0.9577

0.958 7

0.863 4

0.982 6

0.9811

0.990 2

0.9513

0.9357

0.988 7

0.006 5

0.028 5

0.006 5

0.018 2

0.014 6

0.004 3

0.006 5

0.010 6

0.0118

0.016 2

0.005 4

0.020 9

0.007 0

0.063 8

0.026 3

0.205 0

0.021 4

0.017 1

0.000 0

0.061 7

0.077 2

0.0120

CWE369 09803 09712 0.9509 09609 0.0097 0.0491

CWE400 09688 09580 09131 09350 0.0131 0.0869

CWE789 0.9928 0.9907 0.9880 0.9894 0.0047 0.0120

26 5~F 7] 0L, 2053 SVM 1y ik — 5 2k 3,
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Fig.12 Accuracy comparison results
of four vulnerability detection methods
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