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Abstract: System logs are used as the primary data source for system anomaly detection. Existing log anomaly
detection methods mainly use log event data extracted from historical logs to build detection models, that is, the distri-

bution of log data is assumed to be stable over time. However, in practice, log data often contains events or se-

* W H#A:2021-10-01
E&WB:HE AR ¥R4 I H (61872202, 61601467) , National Natural Science Foundation of China (61872202, 61601467) ; &
it %2 4= fig 71 2 % T H (PESA2019073, PESA2019074, PESA2020100) , Civil Aviation Safety Capacity Building Foundation of China
(PESA2019073, PESA2019074, PESA2020100) ; H [ER}27 e 8 S50 510 H (KFZD-SW-440) , Key Research Program of the Chinese Aca—
demy of Sciences (KFZD-SW-440) ; KHEH A RRA R4 H (19JCYBJC15500) , Natural Science Foundation of Tianjin( 19JCYBJC15500)
EE BN W (1976—) 55, RHA, i RATR 2= U

+EEHE RN, E-mail : zwang@nankai.edu.cn



90 W 224 (A ARBL =R 2022 4F

quences that have not occurred before. The instability comes from two sources: 1) conceptual drift occurs in logs; 2)
noise is introduced during log processing. In order to alleviate the problem of instability in logs, an anomaly detec-
tion model called Ensemble—Based Conformal Anomaly Detection (EBCAD) based on confidence degree and multiple
algorithms is designed. Firstly, the p—value statistics are used to measure the non—conformity between logs, and mul-
tiple appropriate ensemble algorithms are selected as the non—conformity measure functions to calculate the non—
conformal scores for collaborative detection. Then, an update mechanism based on confidence is designed to allevi-
ate the problem of log instability. By adding scores of new logs into existing sets, the experiences of log anomaly de-
tection are updated. Finally, according to the confidence degree and the preset significance level obtained by collab-
orative detection, the unstable log is judged to be abnormal. The experimental results show that when the unstable
data injection rate increases from 5% to 20% in HDFS log data set, the F,—score of EBCAD model only decreases
from 0.996 to 0.985. In the BGL_100K log data set, when the unstable data injection rate increases from 5% to 20%,
the F\—score of EBCAD decreases only from 0.71 to 0.613. This proves that EBCAD can effectively detect anomalies
in unstable logs.

Key words: anomaly detection;log analysis ;unstable log; confidence ;non—conformity measure ;update
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Tab.3 Experimental results on

HDFS unstable log sequences

HEAR A Accuracy  Precision  Recall F, MCC
LR 0.999 0.94 0.997 0.967 0.967
SVM 0.996 0.849 0.994 0916 0917
NB 0.996 0.849 0.998 0918 0.919
5%
LogR 0.996 0.990 0.930  0.960 0.965
Ccp 0.998 0.946 1 0972 0972
EBCAD 1 0.992 1 0.996  0.996
LR 0.998 0.94 0.984 0.961 0.961
SVM 0.996 0.848 0989 0913 0914
NB 0.996 0.849 0.993 0915 0916
10%
LogR 0.997 0.940 0.990 0.961 0.964
Ccp 0.998 0.946 1 0972  0.972
EBCAD 0.999 0.996 0.992  0.994 0.994
LR 0.998 0.94 0.984 0.961 0.961
SVM 0.996 0.848 0.989 0913 0914
NB 0.996 0.849 0993 0915 0916
15%
LogR 0.998 0.980 0910 0.940 0.960
Ccp 0.998 0.945 0.992  0.968 0.968
EBCAD 1 0.992 0.992  0.992 0.992
LR 0.998 0.939 0.983  0.960 0.960
SVM 0.993 0.846 0.987 0911 0.909
NB 0.995 0.854 0979 0912 0910
20%
LogR 0.998 0.920 0.970  0.950 0.960
Ccp 0.998 0.946 099 097 097
EBCAD 0.999 0.975 0.996 0.985 0.985

#&4 BGL_100K AT EHEFFILHER
Tab.4 Experimental results on
BGL_100K unstable log sequences

EAR 3288 Accuracy  Precision  Recall  F,  MCC
LR 0.463 1 012 0214 025
SVM 0.667 0.833  0.156 0263 0.32
NB 0.756 0857 072  0.783 0.622
o LogR 0.488 0.833 02 0323 0.328
cP 0.756 0857 072  0.783 0.622
EBCAD  0.854 0.806 1 0893 071
s P e
SVM 0.667 0.833  0.156 0263 0.32
NB 0.655 0714 0.156 0758 0.677
10%
LogR 0.488 0833 02 0323 0328
cp 0.683 0.8 0.64 0711 0.556
EBCAD  0.854 0.806 1 0893 071
e o e
SVM 0.667 0.833  0.156 0263 0.32
NB 0.655 0714 0.156 0.758 0.677
15%
LogR 0.463 1 0.12 0214 0225
cp 0.756 0857 072  0.783 0.622
EBCAD  0.829 0909 08 0851 0.709
s o e
SVM 0.655 0714 0156 0256 0.321
NB 0.69 0.568 0781 0.658 0.56
20%
LogR 0414 1 0.04 0077 0.126
(2 0.683 0.75 072 0735 0.55
EBCAD  0.756 0.8 08 08 0613
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