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Abstract: Aiming at the problem of limited available energy and serious information leakage risks faced by the
relay nodes in the multi—antenna relay system, a physical layer secure transmission scheme of joint relay beamform-
ing and multi-antenna friendly jammer cooperative jamming based on energy harvesting technology is proposed.
Firstly, a multi—antenna cooperative relay network based on the amplify—and—forward (AF) mode is constructed. Sec-
ondly, the relay nodes and friendly jammers perform energy harvesting and confidentiality signal transmission based

on the time switching (TS) strategy. Then, with the goal of the system secrecy rate maximization (SRM) , the optimal
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relay signal transmission beamforming matrix, artificial noise (AN) covariance and time switching coefficient are

jointly designed under the condition of meeting the energy harvesting constraints of the relay and the friendly jam-

mers. However, due to conditional constraints, the SRM problem is a non—convex. Therefore, a Bi-level optimization

algorithm is designed to obtain the optimal solution by combining semi—definite relaxation (SDR) technology and La-

grange duality theory, and in order to reduce the complexity and compare the performance of the proposed scheme, a

suboptimal transmission scheme based on zero—forcing precoding is given. Finally, the simulation results show that

the proposed scheme can significantly improve the security performance of the system and has a certain anti—

eavesdropping attack capability.

Key words: physical-layer security ; energy harvesting; beamforming; cooperative jamming; secrecy rate ; semi—

definite relaxation
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Fig.1 Model for multi—antenna relay system
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HIE 1L while 1 /25X (38) FP 24 H 19 7850 S AR B
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A 13 end while

LR 14 else if AN R (38) 45 YT AT 45T

S AU SCHRI220 R 53 1R BRI W R R A S HRAEA SORHR SR A T SR e (X, {3}).

16 end if

AR 1T R G SAE S AR X = ww' J5 AFFI X = vee ' (w);

HTAS FthRaR (X, {3} )Rt B bR SR R
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Fig.4 System secrecy rate achieved by

different schemes versus emission power Py
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