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System Business Affecting Impact Analysis Method
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Abstract: Because of the lack of scale calibration on the analysis results of information system business impact
analysis as well as the influence of expert evaluation preference on it, an analysis method of system business affecting
impact based on crossover probability theory is proposed. First, the experts evaluate the relevance and influence of
the business functions of the information system, and the correlation between business functions is represented by a
cross—impact matrix. Then, the subjective and objective weight combination method is used to weight the matrix to re-
duce the subjective impact of experts scoring on the cross—impact matrix, quantify the correlation between system
business functions, and generate a comprehensive cross— impact matrix. Finally, the preference chain generation algo-

rithm is used to generate the business preference chain of the information system, and the interaction relationship of

*  WRS B H1:2021-08-04
E&WH:FHE AR IS EATS U5 A4 i H (U1833107), Civil Aviation Joint Research Fund Project of National Natural Science
(U1833107)
FEE Y W e (1974—) 2o BRI AR 2= 3804, i1
T IFEE R A E-mail : yang_hy2006@126.com



% 6 3

TN A BT A SUME AR BR IR 14 2R GE b 55 e K G347y 1 81

each business of the system is associated. On this basis, the influence trend of other businesses after the business in-

terruption is obtained by analyzing the position of the interrupted business in the preference chain. Experimental re-

sults show that the proposed method can accurately measure the impact and trend of business function interruption on

other business functions of information system.

Key words: information security ; information system; business affecting impact; crossover probability theory;
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Fig.1 The framework of research methods
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Tab.3 Cross impact matrix of inter business Q,
F1 F2 F3 F4 F5 F6 F7 F8 F9 F10 F11 F12 F13
F1 0 4 3 4 0 4 3 0 0 5 1 1 1
F2 0 0 1 1 1 1 1 1 1 0 1 1 1
F3 0 0 0 0 0 0 0 0 0 0 0 0 0
F4 0 0 4 0 0 0 0 0 0 0 5 5 5
F5 0 0 2 2 0 5 4 3 3 2 1 1 1
F6 0 0 3 3 0 0 5 4 3 0 1 1 1
F7 0 0 3 4 0 0 0 3 3 0 1 1 1
F8 0 0 1 1 1 1 1 0 3 0 1 1 1
F9 0 0 4 5 0 0 0 0 0 0 1 1 1
F10 0 0 1 2 0 5 5 0 2 0 5 4 3
FI11 0 0 5 0 0 0 0 0 0 0 0 5 4
F12 0 0 5 0 0 0 0 0 0 0 0 0 5
F13 0 0 5 0 0 0 0 0 0 0 0 0 0
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Tab.4 Business importance evaluation matrix A

F1 F2 F3 F4 F5 F6 F7 F8 F9 F10 F11 F12 F13
1 85 90 40 75 90 84 83 85 80 83 82 73 71
2 90 95 10 74 95 85 83 84 80 85 75 72 70
3 92 95 20 70 95 83 81 85 79 82 70 65 60
4 95 90 35 65 94 92 90 94 70 95 75 65 55
5 95 90 50 72 93 90 88 90 80 85 70 60 50
6 98 80 40 70 95 85 80 82 75 86 60 60 50
7 94 85 30 80 95 90 85 85 70 90 70 65 55
8 95 75 30 75 93 88 82 80 78 91 75 73 45
9 95 70 20 70 90 85 80 80 75 90 60 55 50
10 95 60 30 80 95 90 80 80 70 90 65 65 60
11 98 80 20 60 90 88 85 85 75 90 70 65 50
12 95 85 20 70 90 85 80 80 70 90 70 70 60
13 96 86 10 60 90 90 85 90 80 90 65 65 60
14 90 80 20 75 90 88 85 88 80 88 70 60 50
15 95 80 10 70 80 85 82 85 85 93 60 60 55
16 90 70 30 85 89 88 80 80 75 85 75 70 65
17 95 75 25 60 90 88 85 85 75 90 70 65 50
18 95 88 10 75 90 85 82 82 70 88 60 60 58
19 96 86 20 65 90 90 85 86 75 90 70 65 60
20 95 85 30 70 90 88 83 88 75 85 65 65 55

RGNV 55 BB AEFE A, A (2)~ A
(7) 3 515 2] & Z 0l 55 Yy g g WAL E W =
(0.0974, 0.0843, 0.0206, 0.0731, 0.0945, 0.0906,
0.0862, 0.0877, 0.0785, 0.0915, 0.0709, 0.0670,
0.0578)", L ZZ Xl 55 DI RE Y % WAL H W,=(0.0278,
0.0341, 0.1090, 0.0798, 0.0232, 0.0636, 0.1436,
0.1354, 0.1192, 0.0553, 0.0997, 0.0455, 0.0636)".

A (8)-AX (10) AR HE MR o
=2.8088 il =-1.8088, £ A A H [n] i W=(0.2232,

x5 HZAEXR

Tab.5 Comprehensive cross impact matrix R and AS

0.1750, -0.1392, 0.0609, 0.2234, 0.1394, —-0.0175,
0.0014, 0.0047, 0.1569, 0.0188, 0.1058, 0.0473)".

RAR (DI RAR 20~ L R EHE WL E
B ] 5 U'= (0.4288, 0.7419, 0.6042, 0.8252,
0.5870, 0.5859, 0.7642, 0.7108, 0.4983, 0.669,
0.6810, 0.6866, 0.7584, 0.5285, 0.5090, 0.5137,
0.5870, 0.6502, 0.7381, 0.5923).
MR 5, H 3.2 755 i 4 B A RSBV A IR A

75 RS R R G ik (AN &] 4 Pl ).

=4 EER 5 AS

F1 F2 F3 F4 F5 F6 F7 F8 12Y F10 F11 F12 F13 AS
Fl1 0 2.52 2.33 2.68 0.14 2.53 1.95 0.14 0.10 2.90 0.63 0.63 0.63 17.20
2 0 0 0.63 0.63 0.63 0.63 0.63 0.63 0.63 0 0.29 0.29 0.29 5.30
F3 0 0 0 0 0 0 0 0 0 0 0 0 0 0
F4 0 0 2.57 0 0 0 0 0 0 0.08 2.86 2.86 2.86 11.23
F5 0 0 1.30 1.30 0 2.76 2.43 1.80 1.84 1.27 0.63 0.63 0.63 14.59
F6 0 0 1.90 1.90 0 0 3.07 2.47 1.84 0 0.63 0.63 0.63 13.07
K7 0 0 1.93 2.53 0 0 0 1.86 1.86 0 0.63 0.63 0.63 10.08
F8 0 0 0.63 0.63 0.63 0.63 0.63 0 1.93 0 0.63 0.63 0.63 6.99
F9 0 0 2.73 3.11 0 0 0 0 0 0 0.63 0.63 0.63 7.74
F10 0 0.26 0.63 0.88 0 243 2.46 0 1.27 0 2.85 2.53 1.90 15.21
F11 0 0 2.53 0 0 0 0 0 0 0 0 291 2.53 7.97
F12 0 0 2.53 0 0 0 0 0 0 0 0 0 3.17 5.69
F13 0 0 2.53 0 0 0 0 0 0 0 0 0 0 2.53
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