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A Lightweight Key Sharing Protocol for 10T Devices based on PUF
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(1.College of Computer Science and Technology, National University of Defense Technology, Changsha 410000, China)
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Abstract: With the development and application of communication networks, the Internet of Things
carries the safe transmission and storage of a large amount of sensitive information. Since devices are usually
small in size and resource-constrained, complex security primitives are not suitable for authentication of
lightweight 10T devices. This paper proposes a lightweight anonymous key shared authentication protocol for
IoT devices, which generates a shared key by the physical unclonable function(PUF) and uses security
primitives such as the MASK algorithm and the Hash function. The security analysis and verification are
accomplished by Ban logic and ProVerif to prove that the protocol ensures security attributes such as anonymity,
non-repudiation, and forward/backward confidentiality. Compared with other protocols, this protocol has the
characteristics of low computing cost, small communication overhead and storage capacity, and high security
performance, which is suitable for the secure communication transmission of resource-constrained devices.
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Fig.1 Registration phase of the proposed protocol
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Fig.2 Authentication and Update phase of the proposed protocol
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event UserStarted(bitstring).

event UserAuthed(bitstring).

event ServerStarted(bitstring).

event ServerAuthed(bitstring).

query id: bitstring; inj-event(UserAuthed(id)) ==> inj-event(UserStarted(id)).
query attacker(skc).

query attacker(skr).

B3 X&EERFSBHWNEFHURENRL2EN
Fig.3 Authentication events and key security query

)) => inj—event (UserStarted(id)) is true.
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Fig.4 Query result in proposed protocol
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Fig.5 Performance comparison based on other costs
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