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Image-entropy-based Visual Expression of Random
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Abstract: In order to improve the security and robustness of information hiding method in strict moni-
toring environment, based on network image big data, this paper proposed a new covert communication al-
gorithm of image zero steganography for payload with low capacity. When constructing the complete li-
brary, the first step was to extract the entropy to form the entropy matrix according to the grid descriptor,
and the characteristic values of the entropy matrix were then extracted to reduce the amount of computa-
tion. Finally, the characteristic values were quantified as a set of random number to build a complete li-
brary according to the quantization algorithm. The experimental results show that in statistical analysis,
comparison analysis, dimension scaling attack, and rotation attack, the proposed algorithm can achieve
good performance because of its none-modifying on carrier image. Particularly, in the test of dimension
scaling attack and rotation attack, the rate of data recovering can be over 95%. The algorithm can be very
valuable in high security, strict monitoring, and low capacity covert communication: for example, the key
exchange of symmetric encryption system.
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Block diagram of the system
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