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Abstract: Due to privacy concerns in the genome—wide association studies of rheumatoid arthritis,there has
been applying differential privacy to protect phenotype information (disease status) from being leaked while returning
highly associated SNP(Single-Nucleotide Polymorphism). The trade—off between privacy protection intensity and data
availability is a great problem. In order to solve the problem,a novel differential privacy protection method based on
EWT (Empirical Wavelet Transform) was proposed. This method achieved the balance between privacy protection in—
tensity and data availability by processing the noise introduced by differential privacy. Firstly, the data with differen—
tial privacy noise mechanism was processed by EWT approach; secondly,the kurtosis values of each EWT component
were calculated , then some account of noise components was filtered out. At last, the data was reconstructed. After the
above steps,the new data was obtained; it would be sorted according to the correlation degree of pathogenic genes.
The experimental results show that the novel method can improve the data availability while ensuring the differential
privacy protection intensity , and achieve a reasonable trade—off between the privacy protection intensity and the data
availability.

Key words: privacy protection; Empirical Wavelet Transform (EWT);differential privacy ;association degree;

data availability

*  WFRBEH:2019-05-16
EEW A : FES R R AW B H (18BGJ071 ), National Social Science Foundation of China(18BGJ071)
EZ BN L (1977—), B IR BTN, JURRHE R #0211
+ 1 IHEE 22\, E-mail : chenhs@ustb.edu.cn



126 R R A4 (A AR B R)

2020 4F

0 5L DR DG HK A3 A 2 A AR TR A O R A e
(Genome—wide Association Studies, GWAS) F11—IR
53 HT DNA JFHIAE DL K IR st A% FEmli i i A 707
XTI T EEA AT R S8 AR B BE A gl T4
MR 2N (SNP) 5950 Z [H] BIAH DG, X
SNP #AT1F41, FEARPEIX AN TP 43 % AH OC BE B 1Y
SNP HE/F. (X GWAS KA & =, B2 H
RATGEIHEAE, B PR AT LB~ SNP
SR eI rh AT Ok, X AR
A B RA T i 25 TR 1) XU

Hurc A1 2058 N5l 22 o B R
Feff i —[al, 225 R EA AP R AE M R EiE &
A EE ARy, B A i
T PR TP e i R SRR B B Y, AT
KB FRARARAPROR . 2257 AL 4P BOR By i 145
BE R AT IRCRAT B TR KR4S, Hh T e 2
TR ER T B AT S AR, SR Y
TEGRPEFIAT I , e 2 BRSO, 2 T gk
X —[AE, A SCRR N T —FP LT EWT A8 48 1 25 43
AR I AN T AR i i 1 2 ek )
B 53 7 S BLBERA O 5 8 s v PR & 3
T R B RIS (A ST g BT DA 28
Jih P R S B B R 7 B0 5L A
KREEWFFEH, i FH 22 0 BR AL ORI B AL A [ s,
R T a2 3 B RAME P H R B 1R 22

1 HEXHER

1.1 E5EFA
1.I.1 & L

0 BRRA Y 2B AR 45 B 4 v 0 B SR SR
FRASIN— W i — DR R LR NS e S
TR R T — MEE B 4E LA
ARFEBSE T, DA e it 2 1 A 3 42 il 7 —
FEFIYE I, AT I8 B BSAAR S 10 B . 3 2 DL R
MR E T 2 RA —ds#AF, B —4
i e — R R IE R T4, IR AR R B
FER W — 2 &—1 8.

AR E TR A, X 22 73 B Fa
R S TR S, e S 1.

EX AN K FR—RPLRE, EHZ—1 nox
m PSR BERE D fl—A> n iR &y, FFHH
5 F(D,y),Q FoRBEYLREL F 0% H a4
FEAILPREL F X TAE RN e > 0, L e- KA 200k
Fh. X FAE R SE R RUE E D AR R R 8,y
e {0, 1) (y 5y U — " An A DL AT B 5 i

HAES SCORATIE T e-RBIZE A

P[F(D,y)eS]| < e*xP[F(D,y')eS] (1)

e NBRARVRIF TS, EURIA FH AT ER e
PERAZ I 0 KR 2250 AR S0 s, {H [RIEst
XALERE F s .

X525 BRAARE E E AR, KA TEZE SR
A D AR ER, mRRATER R B D
S [ Y. B, LB SR, X —A N R
BT, F AR F S5 SRAEGE T L S5 AT B R R
] () 235 SR AT X1,

112 25 Ak B ¥ rm Ak

1) BRI AR, BRI IR & — MR B T
F ITReF AL R AP FREE. ol & HUE R/, B AL
TRAPFERE U ST, S 2 ANR DR B 2 R R AL DR AP
A & SE—WEHEH HERSEL, e BAT K
X & PHBUE N

2) BRI B I AR A R 2
BAF R, T8 ER A AT R I R4 E X 45 SR BT
T L R RERE T

EX 2 4 JRBUEE (Global Sensitivity ). A PR
DR, AR —ERE, Wi — d 4B
i X ERRARIE SRS D 1 D' 25 R ARK(2),

GSy=max | D) =AD" | (2)

W] GS, R My pRER £ 1) 42 Jm BURREE , & )R BURE H T i
R XTI A EAR AL D B IS B — 25 10 s i,
THRARE g R s . K, || AD) -
SD) || AD)FIAD ) Z IR 1 B SRR 2. pREL
ARG PE T 2 R URR P A, BRECAN [] 4 SR R
FE AR
1.1.3  SEIALH

T[] 50 22 PRUAH DG BE B9 43 el . 223 B fa i
SEPRERORH] 3 A SEIHLE A hE RO ALE]
B LA S e AL

DFEHrLS.

EX 3 P ALE (Laplace Mechanism )™,
G EBIRAE D, B R £ DR HBUREE Ny AF I
ZBENLE B K(D)=f(D)+Y $24t e 2203 BRI,
Hrr Y~Lap(Afle ) RBEALMES | IR BEESECH Af/
& 1) Laplace 537 , Fop Lap (Af /e ) HER % B pR BN -

il

p(n) :ﬁa (3)

HR g A2 (3) AT #5 Laplace 437 B3I EE{E R 0,
TN 2A%

2)$E B

EX 4 FEEHLH] (Exponential Mechanism )P, 5%



5 2 1]

WRELFA S - 1 T 2200/ N A ) B PR OCHR R ARL PR 3P S BT 7 127

REAILIA L K i A B D, St o — SR % r e
Range,q(D,r) A 0] FIPEAL B pREL, Ag R pRE q(D,r)
PRBURREE . 25 5 K W A o r RS exp (&g
(T,r)128(q)) LA & IR A 500 K 2 ik AT
BHILHI) e~ B A,

3) EHT LA (Gauss Mechanism). 59738 F7 1 L
AR, [RIRE 2 3 ) A )RR 45 R (T TR s
IR DA 1o 00 2 A R R A5 3 (T +m SR SEIR e- 2257
BRFALRAF, A% B pRASCR -

(v —p)?
ﬂx)=v%0_€Xp(—%) (4)

FRAE A (4) W45 B B oA A BAE R e, 722
R 2a2, Hia e R U IR FA TR & JE A
PRI TS T e i B R/ N DA R B RA DR B i K
/N, SRR SR EE IE L.

1.14 Ju=ikEdaAn

1) B A Eaf 5. — > HoA U B i B
SEREG RV RIS, B T BRI RUR(E
SRS, BRI BT (R s S P 915 BIA RE
W TIFIE AT, T DAEE 5843 PR A vl M.
I, Bl A e B R A R AR ke —
PR bR, A SGEID SRR O R BB E R S
JrEE TR A , RA ER  A v ER E

2) R AN i B FR R AE T e ) 7 i i i 2=
STBRALIRIE , B PR B ARA S B AR it R , 39>k 22
T BRFAR R S PR AR A5 i 1 25 R ALY
ZOR. T E RSB R E H ATk A
—FpE SIS, A SCEEXT R AR 2 T
AL A H & DL RS 177 22Kk .

3) )52 A% B A SOt B ) &2 4 B X T b
XTSI EIE A TP, AT Rl A4
SIS s A T R T LU AT
1.2 &ZL/NE

255 /N A8 . (Empirical Wavelet Transform,
EWT)! U Gilles 4t} (1 —Flre) @i 5 AL BRAF 5 /N
BT, RIERERR UL, R %l SEPR E 5 CE TR
TR FAUREXHR 0 =0), {Hif i 78 1E AR by
HANERIE RS, TLMRZS 7 Mok DL N e EE Y e 3
RMES.

FOAL R s 4> Ny, B SH R DX TR E L
HA, =o,0,],n=1,2, N HH BEED o, #
SR T, (PEFERE 2n) , R T EE N+1 4>
A BREEHIE 0 F m PSS, BT N-1 >
HF wE 1 .

Z 8RNI P EL A 2 SRR AT

TS Shannon ARifE, HF5 A AR 1k Rl PR I 7E
w € [0, ], BB B S R0, gk 4k v A4
HELEI B B w, TR NENBEZ B RIR (A w,
=0.wy=7),ZIE 1. FMEERRN A, = 0,,,0,],
WARRSEH UL A0, 7). DA o, B0 TE o,
JARIE LT — IR E R X T, SE B H 27,

< -

L -

il

=8 NN N N
% T§ %2*& 271§ @: 27\§
R -

B 1 EWT 8y 52 =)
Fig.1 Example of EWT spectrum segmentation

EWT 5k H ISP SR AR KRR EIROR T
{5 0 A IS B RE T it & AR A i P IX
[P BRI, BN R o, IR G HE
B BRI N SR BAARAR I 2 R, o o fE
B 0.3~0.4. B BB N J5, BUM AR ST
N A ERAEA, BN Fe i e e b 4 B
B SBURF Q8T B R ARLA IR AR 1 R AL, 3 g i B
Mo (n=1,2, - N-1). &E/NESoE 1
A, FRHGEJEP Y. ML, FIH Littlewood—Paley F1
Meyer F8/INBERE s HR e A0 SEARL XE TV >0, 43531138
A ITRR(S)H(6)5E LG R s 56 /N

AT
LRSS

y
iR EOY ROy

v
PREAFRT Myrrax(M=M,,) ¥
I AL HAKGE ] N

B2 EWT Sk b o B N ayit o ik
Fig.2 Calculation method of segment number N
in EWT algorithm



128 R R AR (A AR BE R

2020 4F

1,|w|$w,,—7',,

T8 5y (o[-0, +7))],

w,,—7,,$|w |Sw,,+7',,
0, HAth

1 oM ""TnS |Cl) | Swn-ﬂ = Tutl

Ccos

d(w)= (5)

mal 1 _ )
?B(\ 2Tn+] ( |Cl) | wn+]+7n+]) } N

CcOos

Ot = T < | @ | @47,

(@)= (6)

Ccos

T8l 5y (o -0, +7)]],

w,-1.<|lo|<w+T)
0, HAt
o R B(x) AT CH([0, 1)) BRER, 1 £ PR
SRR, = (5).
B(x) = x*(35 - 84x + 70x* — 20x°) (7)
KT, EHE, A JUPPEBIE AT RERY. SR i By
RS 1, B 0, 7, = yo,, P 0 <y < 1.
EWT AR . A4 20 M N AR S B A 20 0
JNBE, AT R AL wf () FE T REL wf (0,¢) HAFI
1555 250/ INIE PRESURI 22 56 RUBE pRES A3 0 i N RS
2], anxX(8) A= (9) Fr :
o (n,t) =<f,h,>=

[ fw(r = 0dr = (fw )| (8)
w;(0,t) =<f,p>=

[ A0)di(r = 0)dr = (f(w)gu(w)]” (9)
Bz TR A

H

Pl

i

f) =i (0.0) * (1) + Xwi(n.) *¢ (10)

AKX R BRI HEMAX . FY
SO AR AR (11755

fo=wi (k1) * (1) (1)

(1) =i (k) * (), k=1,2,--,N-1

AT A NEE R E T o, AR — R IR
PEATRIR 3 f, RS XX S 43t A AR ER BRI A1
IR WA
1.3 BRERE KBk it

SR B ARG EE T R AR SCROBIFSE BAil . 4%
AR T FE R 4H KB FTE (Genome—wide Associa—
tion Studies, GWAS), H A2 & #F 1A I 265 DL 1Y
BN PR Z A (SNP ) 5 25 B AHOC. X2l Rk
SRR, TEH LI SNP X e i THEA T 5L R 432,
FEEXFTHEAS SNP, TG HIIAR A A% SNP J2

T 5 AREIREARE, SRIGTHE AR SNP AUAH SR I
AR R G BE AT HE P >Fe 52 .

ASCHEET Z BT GWAS T8 AL Fh 7 X B0
DRI AH O B HE 3 4% [7] 155 BEAH DG 1) SNP 3X —AF:55
J T AP RAN R B B R A ) TR0 5L A A1
K PEHE LA SR T8 g BEAH DG B SNP SR F I8 i AN
WHEE , DABSARAER D 10 7 S A S BE A S Y SNP. 1
Se B TR 0 22 0 R T R AT R AR
1, SRIGXT SNP B A SR HET T — R AT
Wy, BZLRUEEA BB B [FBTR ] m ASFHE
FERE R SNP, Horp m 2 P SR AR S
14 EF/NMNETHRHEDETR

JTHE R E R AT, EeBdE T
PE, HRTCA ST/ AR 1 22 40 R RO T
RS 2T T BRI L RSB MR A,
ZHL A 2 AR R 7S B R B 2 . [ 3 T
AN AR 22 R AL B R, b BT 3
AR, SRR BRI T/ N AR S b B, — ek
U, ZINEE AR B — T 3 ek R, B KRR 2 M
Wb 3 55— AHERE €, X FE C AR B I
M HPEAEI LA, H M BaT LI € e
FE. C PRI /N AR AT B /N R 5L /)
W 2L A0 R BRI LR CHI e A R ORI
WRE. R TR AF MR, &2
W, R BN 22 53 I RANG 5 545 B T AT 3K
B BRI HERR 2 LU AT R € S/ INBE RS
EX NS UNTA DT TEY

XTECRARE M FERT /N
GELEIN U ES o N

!

NFERE C R/ INBRAR BB C) AR Sy
PRI A5 3 BAT S AR RS )

!

BT N
S C, W BT M. 6

|

S BB AL R AR G BEHE R
FEiR Al top—m > SNP

B3 ATk E#e L5 BTN B

Fig.3 Differential privacy implementation steps based

on wavelet transform



5 2 1]

WRELKA S - T 200/ N A ) 22 PR OCHR B ARL PR 3P S BT 7 129

HW TR/ NP 2 J5 0 T RUESE B2 03 AL
TR, T BN Cy R B/ NBARAI AR B A I Sz (4 M s
(BRI 5 R A P i 2 i TR ), 3
— TR B MRS R AR €)'

e BRI C (ol FH /NI A 308 A SR 1
HA 2207 AR RO HERE M, IR 26 AT
eI RTINS RN 22 0 B RL A A B (Y 2 SR A
g [ml.

1.5 ERXESTHREMERAFRPRA

SCHER[101R FH RIS N5 A Intel R R4 Y 4
RSB G N IR A B BEAL PR 3. SCRIR[112R
FHTEZEIS A TT 15 S R UL D B A 3% 2 1Y
B RAPRIP . SCHRT 1218t —Fh 34 4B D2 LA PR
BT ZITER I B BAESR A LM BT ik
EALERRIE S BB B R AL S AR B B,
PR AP BeR oA 51 R R Ut R 4

AL
2 EFEWT HEH R

21 ETEWT HWESEFARIH

ASIRAET 22 BRI B AT T, X5
USIMA MRS FE AT — PR MR A B, 2R BB AT
FYER B . A T 2B Bk, ARSI IR
EWT A8 407 FH 3 2573 BoRA R e 75 A B 92005 1R 1)
BAGPIRINE 4 Bros, 185022 50 Baph v St ik
ATREFR 15 3 C 2 2250 AL B 48 | SR JE X4k
PEAE AT EWT BYALBR. X} T EWT AL B, &
J6  AEHREIAT EWT 20, 1528 N AN53 B, IFAR A
N A3 B 55 W BEAE AT 0 e 0 A (R 5 13
Bl e 2 RN 5 OB 4 . S5 il Iz B S ok
SEIREOR LA G EEHEY , I SE80 B B RA R AR
FE LA SR REEA TITA

&1 4 AR AR R SR Y B D IR AN

DITEAES ()% EWT 5 J5 45 4 i I
1H .2

N
1 4

n= a7 nk 12

n Nk;c/ (12)

PNV O RAE G e N EWT 3 2 5 B 734
2R w, 13BN IS S
mw={m},n=1,2,---,N (13)
3)5E SAF 5 B WA i 53 ek AU P T 1 Z,

7 = My —min(u)

B max(,u)—min(,u) m=1,2,00N (14)

TE PyCharm i FH 2543
B FAXS B HiE HEAT AL 2

v

TE MATLAB ik EWT &xt
EL U8 IS A B A T 40 i

AR08 A L7 1B B 1o
fF5 AT

v

B A EHE S A PyCharm SZHUEUR
FEPRAH I BEHE P IR 18] top—m 1~ SNP

B4 ATFEWT 3o Z5BREINT K

Fig.4 Differential privacy implementation steps based

on EWT transform

4 )RR D DR 0 B i 442 R B TR 1
AT E /N (4T 445 JT A D 0 08 s 0 4 7 7
AR EEEINE on = 1,2, N3 Zi =25, Zo
o T =2 2o HEIT R EE T

53R H R 08 79 4 IR 90T 43 g R TR 2
#Z 2R K EE d,

d,=7Z, = Zu. (15)

FFHUERE KT Z, 3% R 730 F L B4
IS R B A TF IR UG AR NS S5, BT n
ANyl RN BE LT
2.2 EWT FgIEL4)

FRAR 2.1 TR T EWT 2243 BaRh se iy
3, X2 BRFARY 3 B A L E AT SEg0 T L, 45
gEANE 5 s, fIE S TTLAE 35T Gauss MR
HLHI 22 5 B RAMERR A i, DRI SOR 22 22 4%
B FAMAEAP S AT L Gauss MR AL K 441

1.0

0.8

—8— Laplace
—4&— Exponential
*— Gauss

05 1.0 1.5 20 25 30 35 40 45 50

e
B 5 AT RRESRBH G L5 Ak kR
Fig.5 Accuracy of differential privacy algorithm based

on different noise mechanisms



130 R R AR (A AR BE R

2020 4

TEARSCEURIE A SCENF TR L 5, i 2247
FRAA TS N Gauss Mg 75 UEAT EWT R MR B 5888
Gauss M7 SR 5 R EWT B TIE AT B, Fn
V4 A A B B U R T B0 S DR OC B HE P S e
IR ARG BE fie i Y m 1> SNP.

TEMEH EWT BL S T i85 B, B e Xty
Gauss W75 (A FICH A5 BL AR 4 SRRV FE o3 B 1Y)
R KRR S S ARG T, B e
AL B TR, AR A Ay I R A 6 Fis.

300 T

[ 3]
(=
(=]

18 (LA G

I3

0.5 1.0 1.I5 2.0 2.5 3.0
B
B 6 EWT i 452|
Fig.6  EWT spectrum segmentation

PREBGIAZ G, W5 GOk R 5 S LA #ih
e Sy I VALON S LA BB R/ Y eRe P S/ L EH
AT R RsE S 50 4, I BS54
B /N AR i CEWT) 945 5 3545 50 4, Fi~Fs
FoR. BT AR S0 4L EWT i 7 4105
M BB KRR A Fi~F.

0 0. 02 03 04 05 06 07 08 09 10

1 X X
a : g e e o
03

M 02 0.1 02 03 04 05 06 07 08 09 1.0
R oMMWWMvmnwvngmuWpymlhvmﬂum»~M|mei§w»lmmm{
% -2'20 0.1 02 03 04 05 06 07 08 09 1.0

K B 100
B 7 % EWT fik 5665 &)
Fig.7 Example of component decomposed by EWT algorithm

XF EWT 235 20 0 70 R0 2.1 35 i
PERETH S 1 D E XA T HER , Y RS
XS LI 8 pirzn. AR HE— 2T, HE R M
AN T 2Z 2R B REAL T FOMFy Z 18], ek

ZAEH 0.976 6, e 3.1 7 FRAR i (A 07 vk AL
S EL T LS F DL By ~ Fyy AWERE B4,
M Fy Al Fy 2Z A5 5 ISRy, 1ERES «
() A BURFAE 20 . 42 ROk X By ~ By N0 EAT
R M EME S B 9 NIEES BRI Gauss M
P E PGS ARG S SRS L, A DG
SRR B L R AR 56 B HE P s R S 2
AHOCRE ISR . AL 9 (OXT 45 ST LB T, TR
TN Gauss M= 5 W15 S 0 B 22 hil, MEMZE
BRSO R A 543 A 7E-0.15~0.15 P, &
BRI B NAIES.

00

0.8

0.7
M~ 0.6
@ 0.5
T 04
0.3
0.2
0.1

Ol e P S

0 10 20 30 40 50
A F
(a )HERF R RO KT

1.0
0.9
0.8
0.7

0.6
o 05

=04
0.3
02
0.1
005 10 15 20 25 30 35 40 45 50
i F
(b)HERE IS By Ul BE IR 7
B8 HAWEHWEERT

Fig.8 Kaurtosis factor before and after sorting

T
R EU10°
(a) A {55

FHCEE S 4L

D= O =N W

0 01 02 03 04 0506 07 08 09 1.0
AR B10°
(b)) Gauss M55 (19 {5



5 2 1]

WRELFA S - T 2200/ N A ) 22 PR OGHR R AL PR AP S BT 7 131

0.15———————
= 0.10 ‘
XN 0.05
=
E-o.os
-0.10
05—
0 0.1 02 03 04 05 06 07 08 09 1.0
PRI Gy

(o) FEAME S (JEILER)

B9 KA EWT H k2t Gauss 5k & 09 5wk 4 £ 2) bk

Fig.9 Comparison of noise reduction results of Gauss noise

using EWT algorithm

3 LWHERSH

ARATKS e~ B A . FET EWT 284 DL J ST
INBEARHR B 3 PP 2243 BRI AR R A T S5 X L
3. ELARSZ S v 1 22 43 B 43 il 4t 38 h L
il FEEHLT DL S = L] 3 A ELE] , o EAS
FIBERASE &, VASGRIEIRT m 550 HA m
IR SNP XS24 285 SRy sE it A it
3.1 BIRERLEIAE

S 4 Intel(R) Core(TM) i7-6700HQ 2.60
GHz Ab34%,8 G WAE  ER S Windows10, ZffE
A MATLAB R2014a L) & Pycharm 2016.3(64).

F LI BE >k AR — 28 KB PR O &
(RA) $u#i4E NARAC-1, XZH%HE M Plink T.HAE
L IR BRSO A LA (BT Plink TH) ATFELR
AU EALE 2 NFPE X TF R —41, B e A plink
A 10 000 /> SNP #£# MAF (Minor Allele Frequen—
cy), TERBE AR, S /NS0 S PRUSR ] LUl 42
TH 7 15 O At R S £ b A B AE © 0 U MAF 19
DNA FEAIR A W e B A6 AL AN A A
SNP M[0.05,0.5]-FBEHLISAIRE . SR , BN AHE
HFAERLT 5000 A, A2 500 NG HE1FT 2 500 4%
R 191]. 25 5 8 BN FEACA 10 000 4~ SNP,9 900
ATERL, 100 A5 EEE (AT A L2 1.1). K5 KX
2 ARER A A ok A AL B 4 | i B e £
1 x 10 000 HY%ERE.

32 XBRHE

ASCHSZIR A E BRI 10 Fis. 435
BARN) -2 BAA(DP) JETF/INE AR (WT-DP) LA
KT EWT 283 (EWT-DP)i% 3 2% 40 Bafh Bk
FReIEATSEE, FFXX 3 AR LI A R T X H
A3 EIX 3 AR T LS, R Al e gk
W) Gauss ML SEBUFEA ) 253 B2 FL. 55 40, X 3
T EWT A5 414 22 43 BORAME 75 52 BHL I 24 T 1E Al 52

56, % SL5 TP 4y ME A Laplace \Exponential L &
Gauss LR SZIFA 1 2255 2R,

ST EI T 255
BEURA Y FEAS E 4l
v
3 P2 BaRh S B vk
T

v v v
SEMIEARY| | STBUE TN | | ST 2RI B
0 BeFA DR | %3 KL WT-DP MR, EWT-DP

| [ I

v

X 3 A S8R
25 P TR H AT

B 10 S5k
Fig.10 Experimental procedure

3.3 BRFARIFSEEITEG

AN 25 P22 43 B RN ) DR P i BE A T LA
AR . T 2200 BRORA R 1k 1 BRURML B i BE H AT
—FER AL, (EEME S S B R T
M 5 (14 PR/ N DA R B R B B 1 RN, TRk,
SCHERT BRANR5R FE PEATIEAL B B, 3 o A
FASEL N DL 3 A0 17 220 R,

B 11 B S2I08s R X e- 2207 AA(DP) T
INBEAE 3 (WT-DP) LU ) FEF EWT 28 #: (EWT-DP)
B 225 B R B R P Y LB, 3 3 R ikh
i F R0 ) 22 50 BR AL Gauss e A AL il R S 8K
AT R AR SR AR YR S 1 7 ZE R T
B, B 11 25,3 Moy ik e- 2 RAAEE Y
BRRAR i P AR 45 0, T EWT ZZ 40 2243 Bl
AR B BERA R AP 5 B AR A (H BRI A R X R
HH A B EWT 253 AT DU IE—E B I BRRAA 3% .

127

—eo—DP
107 e
WT-DP
0.8
ﬁ EWT-DP
= 0.6
5
= 4
02

05 1.0 152025 3.03540 4550
£

B 11 3 AF 2 o BeAnSE ik 9 IR AMR Y 5% FLAT IL

Fig.11 Comparison of privacy protection strength

of three differential privacy algorithms



132 R RS A4 (A AR B2

2020 4F

K12 BYSRERAi R AT EWT 284 3 Fp 220
B RANE 7S SEIHLIR A B AL ORI R B A LU AL, S8 v
3548 H Laplace \Exponential Dk & Gauss #L | 52
IR 22T ERN, BIARERY & BOMH. SIS REE
W, 220 BRI ISR S & TARHSE & BOTEHOR,
FE 5 RERL IS I B MR 7 | WGP 7 ZE ) TRt
ZE57 BEARL B PRAP 58 EE 8],

1.0

—@— Laplace
08 § Exponential
?_g 06 Gauss
Soa b\
02 F \'-‘
0 L L \' , v 8+6

05 10 1.5 20 25 3.0 35 40 45 50
€
B 12 AT EWT T #ea) 2 5 A K ILALH 69
FeAAER AP 32 AT HL
Fig.12  Comparison of privacy protection strength of differential

privacy implementation mechanism based on EWT transform

34 HikREERE

BT EWT 54 (1) 22 4 B RA S0k B 0] &2 4% B =
BT IWEPE 1) SRR 2001 122 43 BaoRl i
ARFR PR S S TR R 51 M 2) % P
M 4T EWT AR #5345 21— R 5B EWT 43 53)
THARLE AR AR Sl i BE (SR i e AR (F 55 4) XHME
AT EAL , FE PR 5 5 ) 18 FH R MR 2R A T
ORI A HE PR, AR IE m A5 A
KB SNP. SR ] &2 4= B LA | 5 A 2P
R IR B (B 2 2% AR .

HY TS SCHE 9 T EWT 254 (14 22 43 Fa AL
PREIEAAELL LTS 5 AR e~ 2250 B FA(DP)
s R ER 1) £ S); kTN AR
(WT-DP) 225 R B B G BRI EAE8 1)~
R S), (HRSA ST A AR I 7 R R
)5 T LA, FEAE A TH (] B AFAE—E 25 5.

W 3.2 7 H R S BRI A T S IR I R R
AR & 24 B, X 3 FP AR A2 A T A1 AR 20 YR IT-HL
SERHEAE N IR Sh

B 13 WAy 3 Fh 22 R AL TE X8 T Gauss Bl
WIS, AT LR LT EWT 2540 1Y 254 AR T
HoAtl 2 Fh 2243 B AL B3 R UL BT 16 9% B2 17 A (] 44
K, PERE OB, X2 R EWT 728 3 i1 AR AR X T
Hofth 2 Py ik B AL % A a) FLA

seeciioe,
. .

.
e, Ce g eesBroee

BT/
S

AN N 0 O

05 1.0 15 20 25 3.0 35 40 45 50
€
B 13 342 5 ReAs ST ik 6912 AT BT 17 153k
Fig.13 Comparison of run time of three differential

privacy algorithms

K 14 IZ5 R IET EWT AR 40 3 Fh 22/ Bafh
W SEERAL I Az A TR TRDGE e, AT DL 2T Gauss
HLRIA I 1 T ) e, PERE S .
14 r —®—Laplace —4— Exponential Gauss

| M/

(98]
T

EATATE/s
= o

0 05 1.0 1.5 20 25 3.0 35 40 45 50
£
B 14 AT EWT & #ea) £ 5 1A K ILAUH] 69 BAT B ) 24 3L
Fig.14 Comparison of run time of differential privacy

implementation mechanism based on EWT transform

3.5 BREEEXEHFERETMS

AR S A S0 3k R A O BEHE e B v SR
X} 25 2% 57 B RL A BRI () B8 B4 B o A T TEA
FRMM R T R AR SRR M 25 R 5 B s R E S
BB b AV A B R 1)

MR 3.2 5 H R SE G A R IEA T SL 5 IR Bk
BRI A3, A R A SR il an 15 & 16 T, x4
SEIRITE 20 YEACHEBCE 3 (H.

B 15 HE 3 22 5 BRRA B L 4d ] Gauss HL
WSz, AT LA Y, 26 EWT 2830 5 19 25 43 BaFA T 1S
A B0 e DR R S B HE Y 174 v AR A 2 Ry
Peresem, R PRy A BRI 0 Bt
[ A

Kl 16 3T EWT 840 3 Fh22 70 FeURAR: 7 52
FALH T Gauss HLHI A UERR L4 =,

FHP AT DIARSRHLSE PR ok, SRAAS SO ik
BB AR B MR T A g, SEELA PG BRORA
PRI



5 2 1] WRELKA S - B T 2200/ N A ) 2 PR OCHR R AL PR AP S BT 7 133

AP IT EERE T 220/ NS e, A 2
FAPRAP R BE DB R N, 256 /I A 45 4 o ]
SLIRIETE O(N log(N)) 9, B84 [m) 20 8 53k P )
AT OCN)WL AR SRR J5k -5 RS e B AL
AR, BABURATH R MR 2.

1.0

0.8

'&

!
g
£ 04
—e—pp
0.2 WT-DP
EWT-DP

05 1.0 15 20 25 3.0 35 40 45 50
€
B 15 3 AF 2o BeAs ST ik e e A AT
Fig.15 Comparison of accuracy of three differential

privacy algorithms

1.0 ¢
08
il 06
&
&
04
—8— Laplace
0.2 —#— Exponential
Gauss

05 1.0 15 20 25 3.0 35 40 45 50
£
B 16 AT EWT R Z 5 1 S ILAUAH 69 A 7 AT b
Fig.16 Comparison of accuracy of differential privacy

implementation mechanism based on EWT transform
4 & ®

RS T R A R AH S RE R P S 36 P s DR o
2257 RS RARR P i S B0 K T AR AR — R AL
ARSCHR T — Bl T EWT A4 1) 22 53 B RA R 47 7
%, it TP PO R SRR 7% kR ]
FPERAIERE. SCIR A SRR, IR RIE T 200
B RATRIP SR R A AE T, RERSR N 35 e = U
S DA B HE P Bt (9 ] FHPE ARG, S8 T4
i BEARL PR AP 560 BE 55 TR B9 A U . — 2K 4k
SRS WAl 7E RS ME A P A 1 0 T AR B AL R
ETRU=REE LY =2

S 3k

(1]

(2]

[3]

(4]

[5]

(6]

[7]

(8]

[9]

[10]

[11]

[12]

[13]

JOHNSON A, SHMATIKOV V. Privacy—preserving data exploration
in genome—wide association studies [ C ]/ Proceedings of the 19th
ACM SIGKDD International Conference on Knowledge Discovery
and Data Mining. Chicago: ACM,2013:1079—1087.

fras, EWERH , BRAEHE , 55 . 22 53 B AL LRI S 40 & IUZE U 5T
[J). {52, 2015,36(12) : 124—130.

HE X M, WANG X Y,CHEN H H, et al. Study on choosing the pa—
rameter & in differential privacy [J]. Journal on Communications,
2015,36(12):124—130. (In Chinese)

HAN Z,LIU H,WU Z. A differential privacy preserving framework
with nash equilibrium in genome —wide association studies [ C ]/
2018 International Conference on Networking and Network Appli—
cations (NaNA). Xi’an:IEEE, 2018:91—96.

R SRRV, e, 22 a3 B At OO ALY 1. L4,
2014,37(1):101—122.

XIONG P,ZHU T Q,WANG X F. A survey on differential privacy
and applications [ J].Chinese Journal of Computers,2014,37(1):
101—122.(In Chinese )

SRR , /I T [ B0 A R AT i 28 43 B b DA [T ). THE
LA ,2014,37 (4):927—949.

ZHANG X J,MENG X F. Differential privacy in data publication
and analysis[ ] ]. Chinese Journal of Computers,2014,37(4):927—
949.(In Chinese )

GILLES J. Empirical wavelet transform [J]. IEEE Transactions on
Signal Processing,2013,61(16):3999—4010.

SIMMONS S,SAHINALP C,BERGER B. Enabling privacy —pre—
serving GWASs in heterogeneous human populations [ J]. Cell Sys—
tems,2016,3(1):54—61.

DISHABI M R E,AZGOMI M A. Differential privacy preserving
clustering using Daubechies—2 wavelet transform [J]. International
Journal of Wavelets, Multiresolution and Information Processing,
2015,13(4):1550028.

XA W, 1 259, 4F. EWT JK7E ECG {55 IR h BT 5L
[J]. B I SRR, 2017,31(11) : 1835—1842.

LIU C,XIE H,XIAO Y L,et al. Research on empirical wavelet
transform algorithm in ECG signal filtering[]] Journal of Electronic
Measurement and Instrument,2017,31(11):1835—1842.(In Chi-
nese)

SADAT M N, AZIZ A,MOMIN M, et al. SAFETY :Secure GWAS in
federated environment through a hybrid solution [J]. IEEE/ACM
Transactions on Computational Biology and Bioinformatics, 2019, 16
(1):93—102.

WAN Z,VOROBEYCHIK Y,XIA W,et al. Expanding access to
large—scale genomic data while promoting privacy: A game theoretic
approach [J]. The American Journal of Human Genetics,2017, 100
(2):316—322.

TG WL, R ZE, —Fh o M A BRI A AL PERET T B [T,
IR (A ARRLE R, 2016,43(10): 160—165

LI Z J,CHEN M,ZENG L J. A genome —wide epistasis analysis
method based on multiple criteria fusion[J ]. Journal of Hunan Uni—
versity( Natural Sciences),2016,43(10):160—165.(In Chinese )
ZHANG P,SUN X,WANG T,et al. An accelerated fully homomor—
phic encryption scheme over the integers| C 1/2016 4th Internation—
al Conference on Cloud Computing and Intelligence Systems

(CCIS). Beijing: TEEE,2016:419—423.



