H49H HaHl B OR E A (A R R R D) Vol.49,No.4
2022 4 4 A Journal of Hunan University (Natural Sciences ) Apr.2022

X EHS:1674-2974(2022)04-0001-10 DOI: 10.16339/j.cnki.hdxbzkb.2022279

T EIME THIELZE 5 REARIPHARLIIR

RAEVRE A AT L RE T B AR
(1. IR A5 BREE S TREARE , WIRE K7D ,410082;2. IR A BRA R, W5 Kb ,410013;
3. Kvb2EBe THENL TR S N RS =R, Wl K7D, 410022
4. $RERAFEGRAE RN R, R K¥P,410199)

B ERAPHRBEALEBARYP AT AT PR EEW R HZ — BT RSN
ARPHEZTAL LS. B, A TELSFZHRAROHBRLLEN SFAREHBREY ZE
Mg BT A S AL R BA A B L E W E Xy E e £ 5 A E S AT E R SRR e TR
TR IR ARG FIES RR . AR L FEABT L EAE B A S R T KR
FEBBARYHRENTARR. EEXEHFTE,RETTAEARFTEEHA, EAT
BIRGGEEN S ARFREEZISF T O RETEEBRAAGMELEELSF
TR AER P T VAGE A ISR RS e BRI FARR B AATPOAL  RE,IBERT
L AT HF 50 P b A AR 64 1 A B R R AR T e

KW =t F HELA; THEWE KRB EME; £ 5 AIEP

FE 45 %S . TP393 MRS A

A Review of Data Security and Privacy Preserving

in Cloud Computing Environment

DENG Hua',SONG Fuyuan',FU Ling®,OU Lu', YIN Hui’, GAO Yi*, QIN Zheng'"

(1. College of Computer Science and Electronic Engineering, Hunan University, Changsha 410082, China;
2. Zoomlion Heavy Industry Science&Technology Co. , Ltd, Changsha 410013, China;
3. College of Computer Engineering and Applied Mathematics, Changsha University , Changsha 410022, China;
4. Yifeng Pharmacy Chain Co. , Ltd, Changsha 410199, China)

Abstract: User data security and privacy preserving has been becoming one of the most crucial issues in cloud
computing environment, where cryptographic technologies are taken as a useful solution to achieve these goals. Nowa-
days, secure data searching and sharing and differential privacy preserving have attracted much more attention. This
paper reviews the state—of—the—art in the field of ciphertext search, ciphertext sharing and differential privacy, and
identifies their inappropriateness. Then, a series of recent research results in ciphertext search and ciphertext sharing
are presented. In the respect of ciphertext search, this paper introduces the encrypted spatial keyword searth method,
which achieves lightweight access control and efficient keyword search. In the respect of ciphertext sharing, this pa-

per proposes the cross—cryptosystem fine—grained data sharing scheme, in which a data owner can formulate an ac-
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cess policy such that the part of encrypted data satisfying the access policy can be shared with the users in a different

cryptosystem. Finally, this paper provides several open research issues and the trend in the future.

Key words: cloud computing; data security ; searchable encryption ; proxy re—encryption ; differential privacy
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