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Abstract : Existing research shows that although many cryptographic systems have passed the conventional secu-
rity performance tests, they have been proved to be able to crack the sensitive information of the cryptographic system
by side channel attacks. A chaotic cryptographic system is designed to resist side—channel attacks. Two chaotic maps
are used to generate the round key and the random sequence number, respectively, and the intermediate data is gener-
ated by the plaintext, the round key, and the random sequence number through the XOR operation so as to enlarge

the key space. In addition, the random sequence number also controls the randomization operation. The relationship
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between intermediate data and power consumption is hidden via the randomization operation. In this way, the leakage

of side channel information is reduced, thus to resist the power analysis attack. In order to evaluate the security of the

designed cryptographic system, first of all, it is routinely tested through character frequency test, information entropy

test and dependency test. The experimental results show that the system has good security performance. In addition,

the encryption algorithm is implemented on the Atmel XMEGA 128 chip. Experimental results show that the proposed

cryptosystem can defend against correlation power analysis.

Key words: correlation power analysis attack ;side channel attacks ; randomization operations ; chaotic systems
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TR Tl 2R 48 1) B AL R3S D, T DAA 280 4 55
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BRI A AL GE R — HETR T AR P A R 1
B n] REJEAF 155 B ARG , (ELE BT 32 1 A 6 R 40T
A 22 i AU B0 SUAE R 8 S0, R 2 TR
B RIS | AR U S .l PR IR MR 25
IS SR n R, B Hh B 2R a0 BT R AF A BEAIL
PERE , BRIl A B BEALF 51 R Z2 A1 TR, A it % 30
AL X 5T, RIBERS AT Rk 5055 2 B 1 7 A
£ 4 SP800-22 Wik R
Tab.4 SP 800-22 test results

i H pla (A

B E e illIEy 0.430 724 piiikos
A T VLRI i 0.903 017 piiikos
LB 0.960 122 FiiEo)

He e it 0.898 832 Eliikus
SRR (A1) ) 0.418 624 BiiiEu)
SR 5 1) 0.383 605 ik}
By P 0.049 763 Eiiku)
R R 0.256 641 kv
R AR R 3 0.771 378 biiiEos
A 0912315 biiiEos
Gi=S IR 0.172 228 Fliikus
T AR 0.638 449 Eliikus
BEBLIFRRE f i 0.511919 it
BEALIEFRI 0.853 139 Wit
EX IRy 0.722 982 Jm i
AMESE Z I 1 0.380 132 kv

4 F[RHEREERSW

4.1 HiFEHFE

ARSI % R 4838 1 Atmel XMEGA128-
D4 Sl 45 S8, 3200 o2 8716 S Az il #5% , B b
W%k 7.37 MHz. 88 5 5 HA % 55 R G4 7 T %R
HFE N I, 0 55 AES, CWSN™ | Protected CBC™ |
CBC"™ \Masked AES"". 7% 5256 30 3 £ 4fs 9 77 7
PALFE RIS T B A Al i DR RIS 6 . 5 SR AN 3R S o

HY TS SCHR 00 % 05 2R 290 2 5 TR D e 5 1
T B2 UGEARTT I, BL AN AT HE i A B A 1) 47
TE, BT LA BORT 42 13 19 n %% 53 15 A [ AES L CBC.,
CWSN, 75 ZLIHFE T Z2 98 I8 . H S HL i (Rl #E /N T
CWSN Fil Protected CBC (1 . H:fp CBC (19 1R 1 £ 4t ¥
EB AR BB RE et A AT s 5 0L T AL S i fig ik

I3 T B, Protected CBC (TR R 40 R T 48
P HAR , AR BEHRTRE Bt o0 o™, (ER A LA
SCHT 3 BRI S R T, TR R N AF R 7 A A
1] b BT AE B 22 . B LA SCBET A 0 AR e A B2
WA L BA — LS.

®5 RFEHRE

Tab.5 Resource consumption

—— BIENAE RPN IRTERE
I bytes bytes ms

AES 540 7538 19.2
CWSN'® 550 7520 124.0
Protected CBC!”’ 1136 9962 110.9
CBC'"™ 598 7288 46.1
Masked AES" ! 878 8 648 42.1
AL 772 8518 64.7
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WY RE B THAE . 7RI TAE b, SREE T 500 2% Hi B AL
AH S T %% AR Y e b . TR 6 S AR A A )
— & HR R AMERT 1 700 4R RE 5 kb T Bl HL AL A BT
BB, 1700 21| 2 800 4~ RAF a5 A T BB .
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Fig.6 The power trace of the cryptosystem

T e R — By CPA AN [R]85 1 i 2 b 4 1 2K
7, S gk RN s 7 Bros .t 8 7 AT LA B RE
F B 3 £ A AR P A A OE R 5L, 1E
T 25 5 1) R G R BB A A T 2 B v, B TG 1ot
CPA B 5 Hh IE A %54 .

R0 8 B — RSO SO — MRk 4l
B T v e R Y A A 2 B AL A I Ah,
M T 00 R G E T PRI I, B AT &



543

PR —FhTRE R

M B (AR 0 2R 48 55

REAR 4 il 1 1 Tt o A B B AR I A T B R —
ﬁl‘ﬁﬂ{ﬂ MR , H S & Bt s A po s — 28,
CPA PG 45 2R AN 8 o .

IR
—— L]

0 100 200 360 400 500
LA
B 7 CPASELR
Fig.7 CPA attack results
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Fig.8 The result of the hypothetical attack
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Fig.9 The sorting of hypothetical attack result chart
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Fig.10 The result of random attack
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Fig.11 The sorting of random attack result chart
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RN 6 s .
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Tab.6 Machine learning attack results

T Kk RN SBREEEH RO
0 16 0.536 415 43 0.250 592
1 49 0.583 000 126 0.363 313
2 101 0.777 245 21 0.109 712
3 59 0.525 764 22 0.405 619
4 89 0.540 678 40 0.067 211
5 117 0.665 750 174 0.139010
6 7 0.580 252 210 0.354 142
7 41 0.684 364 166 0.199 802
8 28 0515112 171 0.326 926
9 23 0.666 469 247 0.375 607
10 74 0.597 878 21 0.208 367
11 41 0.584 661 136 0.162 079
12 38 0.521 050 9 0.345 118
13 52 0.502 260 207 0.430 961
14 108 0.599 390 79 0.083 551
15 112 0.572 547 60 0.169 333
5 % it

N T ARBURE R BT B, AR SCRT T — R T
TR A 2% R 48 1% AR SR T A TRDE RS Tent A
Logistic 73 3| A= 48 5 G A BEALF 51 5. v 8]
A SC e 8 B LA R BE AL 91 KAk 3 2H R, 8 B
1K1 22 A8 . [l ey BEAL Y 51 85 A R 5, Xt
PATHRAEVEATREBL A AL B, DT FERE 1 045 16 15 U
13 O i R Rl 1 CT B B SR VA E I E SR FE S
X ARG 2852 DU I IS BT HOPE BE R 4 5L R 2
R IR R G RE W a2 Al LA B
GpMERE , I FLRE UNHET CPA Tt AR 1) TAR & 7E
1 v 5 i R 8 22 A VERE A [R] I, E— 2/ B A %
PRIHFE B I S L A BE P .
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