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Realization of Safety Reinforced Terminal Equipment
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Abstract: With the high integration of informatization and industrialization, the degree of intelligence and auto-
mation of the secondary system of substations has been continuously enhanced. While enjoying the convenience, we
also need to face the challenges and threats brought by the Internet. In view of the confidentiality, integrity and other
security threats that the secondary system applications or tools may face during the calculation and transmission pro-
cess, the enhanced security terminal protection technology based on the USB interface has become a research hotspot.
Although the traditional enhanced security terminal equipment is easy to produce, the algorithms in it have been speci-
fied by the manufacturer and downloaded to the corresponding equipment. Considering that the security requirements
of different scenarios are quite different, and different users have multi-level security requirements, the AVR micro-
controller is programmed through the Arduino IDE platform, and an enhanced security terminal equipment with gen-
eral algorithms is designed and implemented, which not only realizes functions such as identity authentication and con-
tent encryption, but also meets the personalized needs of users’ independent choices and improves the security and

controllability of the entire secondary system. After the test, the usability and robusiness of the terminal are prelimi-
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narily proved.
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Fig.1 The operation and maintenance management

framework system of the secondary system of substation

o, 28 SRR O 2 i ]2, B0 TR IR fEJK
FEWCE B RGOS AE B, 3% 202 58 W
VA B R W DU AV EE OGS o B S D RE . AR L
T 0 At R e A s | T Sl RS IR 55 45 7 22 1
(32 4148 BB, Il 1 — 58 1 2% B HOR RS
KRR U A7 R AT AR R AR B R PLE I 58
Bk AT IR 0 TR 2 S AN R T S H R B A
i G RN E LS QI IB 3 L) K P Ak 3 N EN A
15 H S AU AR 7 5 B B S g 1,
BRI . DR, gk R R GEHEAT A,
MM ARG IS TR E P 2.



543

LRI A5 THT ) 728 FL 3t 0 AR G2 4 o ] % S S 71

1.2 Arduino

Arduino™® FEJE N AVR B AL — A
i B BAE N BB AT &7 £ . Arduino A
[e) 1) 2 SR T 1 AN (] £ B R ALY 5 LA R 4 il e, %
M ABGE ] T — A S SRS 1 2 1 g R T e
F. BT Arduino X & FINBESEAT T HF B, DL 2
TR ZAE A AT T BRI, T R RE B A
J3 VG 2 A R A T A 2001 T 22 13 B ) e 7 B
UIRE S L ok . A 5256 4 A9 Arduino UNO BU5 Z%
Bt bl — P AL AR, B AVR 3R B4R
il .
1.3 ICFIEF#H

JITiA 1C BIVER JCH s, o — A S B T b e 5
AE (it &k, Ik A4 558 ) M o i e 1 S B T
1C, Wi B AR A REAE 22 K BRI [R] Y T RE .
AL AR AE— S O NI R S, 5 Uik PC
LA TR 152 , HIr A AR AE ) 2 i 9l 2 R e
BETE— AR W B I NS L PC 1Y FE A B R L
WERERA , H o B LAY R 2 BB A4 e — ke, 3t
)R 1 — PR 1C 85 . B BILAE SRy i A XS4 i) A
RFZ— , HAAE G312 AE R 2 E IR M
R B ALY B T TR R R HLAR
P PRI B I T B LR AT L TR A R
1.4 PIN#S

JUFIE PIN i, — 2 4 67 DL E A T e ny “ %
7 AR E— M RS iy, 0 H H 53 E I PIN
Tt B B 7 S IBC , AT T 60 18 122 PIN A5 19 AR AT LA
ZRAS AT AL, PIN A% 5 0K - %55 2 e
ARTE] , #R AT LA )% e A5 2 i A s B E 8ok
W 25 ), {2 PIN B8 — A RE R AR P 2% i s ek
W A B PIN B A S — M 4, LR 4P B 2 P
(R AR RR , T2 320 e e 4 i i FHARR, 1%
Gt — R R AP T G I 8 R R P B 1 sk
EIALRR . 40 SRR SR 00 B 25 AR 1B A A L 1) PIN
T, B 2 1 E PIN f gt AT DA T8 % 7 1) [ 2 1
£, T U130 T 285 A S A1 PIN i, 2 vk fif
FHBLAE 1Y, sl TOvE Vs 1) e 8 . SRS A 5 i
PRV, AR IR P B s AT ok, D e 2045 5 T
A LR . SERS, PIN RE Fl K P 25 A B S8t T &
Py TATIE A AR 2R AIE

1.5 MELEEM
1.5.1 Fhikie

B0 VIE 322 F R 5 VIR 9 1 IS By
() 580 B 3 A5 DR FE S AR 7 3 S LR =

D ARE VR T 138 1915 2. (what you know ).

2) B VR BT A 9 A PE (what you have).

3RS —TE () B (who you are).

Y20 3 FECHE B 3 DL R TG 0 T, = Fh 7 i
HRIE ST, i LA T B 1 2 A, DA = e g
HH AR OR 58 ATIE , BT IR AR R ZEIATE™.
1.5.2 A ik

DAEX BRI .

ST B i 2% (Public—key cryptography ) 3R
FEXSFRAN A S AR AR E R A BT A
PARFABA M AN 81, H =38 ASAH R an R rp—A>
BHARVFBEATE B A B LIRS AT, 55— 1%
BH U)o 250 R B PR S BEAE R 48 AL FR N
“EVEHT. B — B SCHEAT N I R
BRI, WS J7 S RO I RAVR A BEAR A
B A B ARERIT s e AR HE AT g, W%l o7
HBEHI S H O 1 A~ 85 A A BN RERETT . BT
DIX APt I VR X BRI 502 4% SCITe , A
AN REJEASBE B AHME S0 B 7R SC PR S Bl F £
FARVH B SCAF P AR RS T — 28 TAHME A,
AW REE B S T A, WA R RERE—LLm]
DA FABH i 3 — 2 1Y 5 A8 B A B AR B WY
FEXS IR S A E AN E AR RO Tz R
RSA Bk, M6 154 fh £ in % 3300k (TRT PR ECC) LA [ A
[ SM2 Bk

2) R FRINE .

Fof R 2 EH A ( Symmetric—key algorithm g T
A TN A — R Z BT AR X L 2
PRI Ay o ik 28 3k A v A 0 B AR ] L EL el TS
HF A, ARV EE A SEBs b, 2 GEiH
T R IR B A 0 O A il 2 A2 (8] K
BAANEE G ORPR S BH A0 A7 AE A A 0 2 Ao R A 2 0o
FRAEE AL, % L R T LR VR I i AR i s 5
L X R 3 Bk A I PR 144 19 DES | 3DES
(Triple-DES) . AES % & UL & [ % 5 35 SM1.
SM4 55,



72 PN QR 2]

2022 4F

3)EHNE .

3 PR %L (Hash function ) 5% 3C B P AT LAY 7 G
A BREL, IR T VRS B B R — A
FEATT RN ATAT ST EHE (R ZERE R il —E il )
rb ) At i B R B AT R R B
“FREC I TT IR L EE PR BT DL R i B TR 4 —
AN ) [ AT A BRI L (A E AR RRIR JR Z
A B . OB (1) 2 7 1 23 8 2 BT A 50
FREAE AT DL A AR A K A ER L DR X A B
it ) B/ N Al 2 1 R IO 108 1) TR 2 A Ak, T4
E T Rl 43 AR R AT LB A I L T, B8 eR U T
DA FH A 35 E o A BRCHE 2 A5 B  ley , te mtR W] DA
PSSR EISN LTS e

2 REMELIRZENRGIET

2.1 BFIEITHHEZR

SR AR SO SE B g — s AT T
AVR B ML AT A A7 BT A 2 A T T 2% v
WA X R G T E T HLY R S A R R
15 B, FE B 7 AL P90 S 30 B A7 AR RN R0 n % T e
HEab AN AR AR PR IR D RE R SE LB INA £
PRI AT L A e 2 I S AR AN AN S
USB Key 3£ T BEIA B LA T 8, fRUE— & 19 %
2 [ B ZE AR UE AP FERR 7 (9 JF &3 T LAAR 4 B
By SR BERE IR P 0 I RE pR KL . X LI 2 R
FEAARMAE . SHEAMACH FFER AT A
B ARAR B BT T A% O B (I 55 ) NS fEET
VR ITIT AL E A S B B 5 R B E
it FE . R G EE ARG M AN & 2 B, 0 S B o
FE A A UE T IR 4

FEMALTHRY

Blime SHOMAMERLR

A A . .
[ DES | [AESI28] [AES256] [ SM4 | [ MD5 | |sﬁA1\ BHfizss\
B2 ZamBE %R aRME

Fig.2 System architecture of the enhanced security terminal
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Hirb Demo 18 2 7 2 280 ol tHAR B 5 P
BLIEAT 28 B, A1 FH 385 00 200 36 5 0 5 I 8 8 3 e % 1)
Bt DA KRR 2 5, A Be 2 i AR B O SR k2%
25 0 MLARATAE SR | ML 2o 3 RO e i 3 il
PR BT RS 30 5 iy 2 R A A R A ] P 5 22
i fige 2 0 N 25 DL BB FH R S B e e A Rl
TSR 3% [m] 3 2
222 FHriliE

By INIE DI RE 5 8 2 B9 S Server Ui | Client
i AL HLAL PR e = .Server St A= il B ML UK 3%
45 Client ¥y , Client ¥ PRI BEA LA, A 25 SR BIL, S0
HIL PN Al 158 4 Bl LSO % 22 )5 & 9] Client
it , -1 Client ¥ &2 2% 25 Server ¥ , Server ¥ i ] 4H [
TR B UE B AL BN %% 5 45 F 2 AR R fe e B e

= 18 3% ] Client 35 52 182 13 B3I .

UL A MR H LT an ] 4 77, 1 96 /2 Client i
T R SRR R34 A SRR SR 45 Server Uit , Server Uiy i
ok 380 TRBE B IS 38 i 3 R i ok i LS I e A
BCBEAILES , SR 5 1 FH 38 TR OB B0 IR 2 3% 45 Client



543

LRI A5 THT ) 728 FL 3t 0 AR G2 4 o ] % S S 73

Uiy , Client it P-4 WC ) ) B LB K 3% 25 B0 AL, B
B3 o 3 TR S W B BE DL |, 8 2o i B A5 B
FRRE ST A FH AR A I AL X B AL Sk A 7 b 38, -4 Ak
P () 45 9 K 3% 1] Client %y , Client S 1% 45 S & 1%
[l Server ¥ , Server Vi 138 £ AH [ 57 X Bl HILE 2E 1 7
T AR S U 09 By B PR SR AT LU AL, I
Je B BAIEAR S8 A1 1] Client 3ify [ 5 SEAR B .

Gk
UEIIRE

il el fmin (PO e b
bl i) (B sk

B4 FOrAiEsiskd

Fig.4 Design of the identity authentication module
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Fig.5 Process of the data encryption function

232 HHiAiERE R AR SRS AR

Kl 6 A R G B Oy U IE D) BE I R P i R &1 . A
ER, ST PIN ARG DU, PIN B2 A4 fiff 76 1 AL
Hh R B T R %) % A AR TSR ZAE L B TA
TIE AT R RGP 7 B, R A5 380 ) Bl LR AT 0 %% Ak
P AT U HMAC R A4 23R i i 2
FARBENLECR G )5 2R T4 28, AT LABT 1k 4 R AL 2P
B B AR RN, Yol B R 5 AT B Ui
R . A BEHLECR A T B 1R SR RO IE
JIT 5 A BB 2 P AT R T e A, AR Y B —
U B O IR AL A5 2, 76 BE HL Bk A2 5wl e ik

o

EEE PIN
4 A

Wil B LA e

B 6 HrikiEshieiifeR

Fig.6 Process of the identity authentication function
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Fig.7 Physical demonstration of the

enhanced security terminal
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Fig.8 Test results of the data encryption module
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Fig.12  Performance test results of the digest algorithms
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for 16-byte data input
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