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Abstract: Given the low quality and efficiency of situation element extraction in network security situation
awareness techniques, this paper proposes a situation element identification model incorporating particle swarm opti-
mization and simulated annealing (PSO-TSA). In the position update module, the Metropolis criterion is utilized to
optimize the individual and global extremum in the PSO algorithm to increase the selectivity of the particles and im-
prove the quality of the situation elements extraction. In the parameter optimization module, the parameters in the
PSO algorithm are optimized using the Metropolis criterion, and the parameter optimization process and particle fit-
ness are evaluated simultaneously to rid the local optimum and improve the efficiency of the situation element recog-

nition. Due to the actual needs of the current network state, this paper selects 37 network security data fields and es-
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tablishes a small network environment to obtain a more realistic network security dataset SDS—W. This paper con-

ducts experiments of the situation element recognition on the open cybersecurity dataset and the SDS-W, respec-

tively. Experiments show that PSO-TSA improves the accuracy of situation element recognition by an average of 5%

to 7% while the time cost remains the same or even less.

Key words: network security situation awareness ; situation element recognition ; Particle Swarm Optimization ;

Simulated Annealing
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Tab.2 Data fields in the SDS—W data set
FEA Wi T4 BiH]
Sreaddr PR IP Ml Dstddr H (1 TP ik
Flow_sequence (EIsRiis )2 haw i€ dPkts (PSS AR €N
dOctets Bl s =2 BT Dstport TCP/UDP H i F15- %
Port 1P Tos 1Pl 55 2 7
Src_mask 5 HbHE T2 R A Dst_mask H i ikl AT 28 A
Sre_port 5 1P Hb k3 115 Dst_port H 9 1P Hiuhl v 145
Src_mac TR EHLMAC Hbhik Dst_mac H 9 EHLAT MAC Hihk
Sre_0S TR EAURAE R GERIRAS Dst_0S F 1 LA R G RIRA
Creat_time 7 H Y I ] Ident B bR AT
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Tab.3 Performance of PSO-TSA on open network security data sets
VG S Pk IR YR a)/s WM AER R DU ) /s
SVM 0.998 6 2442876 0.920 1 6.299
CART 0.999 4 82.904 0.865 5 0.938
LDPSO 0.999 6 65.231 0.904 9 0.893
KDD99
BP 0.999 6 173.482 0.988 1 1.451
RNN 0.999 4 182.951 0.989 6 1.942
PSO-TSA 0.999 6 71.705 0.984 8 0.901
SVM 0.996 3 7 630.762 0.761 3 0.657
CART 0.992 8 27.743 0.717 2 0.031
LDPSO 0.9953 21.691 0.8439 0.093
NSL-KDD
BP 0.998 1 275.021 09516 0.296
RNN 0.998 9 309.966 0.954 2 0.301
PSO-TSA 0.997 7 16.204 0.9715 0.089
SVM 0.936 1 2715.224 0.8112 23.332
CART 0.938 4 90.001 0.640 8 0.379
LDPSO 0.9549 50.801 0.8315 0.221
UNSW-NB 15
BP 0.964 4 161.273 0.916 4 0.294
RNN 0.9547 158.053 0.904 2 0.443
PSO-TSA 0.949 2 36.195 0.9314 0.097
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Tab.4 The performance of PSO-TSA on
the security situation data set SDS-W

w0 W B B
NIRTHES )/ ERTIES )/

SVM 0.966 7 4528.502 0.884 1 17.492
CART 0.9591 118.861 0.795 8 2.173
LDPSO 0.989 7 46.986 0.904 6 1.021
BP 0.994 3 378.094 0.9255 3.147 3
RNN 0.996 6 411.892 0.930 5 2.907 6
PSO-TSA 0.993 5 43.081 0.9549 0.215
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