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A Lightweight Key Sharing Protocol for IoT Devices Based on PUF
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Abstract: The Internet of Things(10T) carries the safe transmission and storage of a large amount of sensitive in-
formation. Since loT devices are resource—constrained, which have expensive communication, slow mission velocity
and need to store sensitive information security primitives (such as public key algorithm and digital signature ) , they
are not suitable for the authentication of lightweight IoT devices. This paper proposes a lightweight anonymous key
sharing security authentication protocol for loT devices, which generates a shared key by the Physical Unclonable
Function (PUF) and uses security primitives such as the MASK algorithm and the Hash function. The security analy-
sis and verification are accomplished by Ban logic and ProVerif to prove that the protocol ensures security attributes
such as anonymity, non—repudiation, and forward/backward confidentiality. Compared with other protocols, this proto-
col has the characteristics of low computing cost, small communication overhead and storage capacity, and high secu-
rity performance, which is suitable for the secure communication transmission of resource—constrained devices.
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FEA# T AR TE (9 28 A PR R, AR SCR AT 4 CRO
PUF B BE 5By v B i ek A 3 s B IOGa 15
TEHS R B AR R BRN 2% 512 T 2 44, 4 & MASK
S Hash pRECEE NG 7 V4R ) — Fh i B 0 P 44 %%
PAIL L2 R N UE DRI A BIM SR F B 44 v ] I
SE R AR ) /55 ) PR VA 22 A SR A
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I 6 T — X 2 0% U AE PR AL E
1 A BOR RIS 45 2 ] 1) L =2 2554

B B 1 s A S 22 2 B 1) P S o . 5 AR AR
B CRO PUF M G AR A6 B R iH R T A B2 2
(] P 428 3R 2 I 4 268 6 A 1 1y HE . 25 TEOAS (] Ui B 5
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G D RENLE RS M SRR AR X AE S K
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Bl A0 LU A RS W N 1A LSRR € 2R K 5
T 0 HAER 25 /NF =T, WIRIR 2 —A 7] DL A iiAs
M) )57 O A TEC 2 90l € A ), B i #p = 8  K.

1.2 MASK 5 UNMASK &%

Qureshi % A" A MASK BiE U & =45
BRI AT S r =[r,ry, 1y, ooy r LW IESE
BAE K = (ks ko, by ooy Mk, € 27 DA KL P2 A LASE 1) B
W 3 1, =7, Fyns Toss *+0s 1y |- MASK 58085 2 2R
TERE R KAE 5 BB P B8 LA 4 A e 2 r o
A A A B Y R B . IE IR KE e £
BE LR 2E #8248 L K < PRNG, (y), Hdh y 2K n
LA T, Hoy =[y 0y oy, ) 250U,
MASK PR A4 7] 33 725 J: UNMASK pR 88, £ FH 1F 3% %4
AR KBt 0 pR S, o 52 D i pR RS . R A R A
W

MASK(r,K):r = r,,

UNMASK(r,,K):r, = r

B 1(Alogrithm 1)5125 T MASK pRE 12 55
P2 LR R RRAR LR i L pRBSI BB S e AL TR Y 55 =4
AR B RN E 1R .

Algorithm 1:Mask #3514 72

A
EDAPNEEE
n LA I y
B
EVE NN

1 :produce MASK(x,y)

2: interger Set K: {k,,ky, ks, k, | — PRNG,(y)
3: fori<—ltomdo

4 N,., < RANGE(k,,m +1-1)
5:  x< SWAP(x, .x,_,,,)
6 x, X
7: end for
8

: end procedure

A1 1y RA
Fig.1 Step diagram of algorithm 1
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P R ST F DA A
(Nats = Notauin) X (N s = N i)

(Natgnax = Notanin)

N,y € KJ& Range () BRELIVHTA N s 5 N i JE
FEJERI[0,2' - 1T B e /ME 5 e KAE N, 5
N oo EAEHTEFE[ 0, 27 = 1T AR/ ME S FRRAE

IEIR S : MASK PRBUEY )5 & 35 T Fisher—Yates
Shuffler & M 3 12 52 W5 81 B9 LR IE  n A AR T 3R
A BRIFHAE B—A>n ) ASBEALHES 1 57k

MASK BVE A P 1) B A RO BRE 1 %
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FRHE T B UE . AR SRR AR OL T, PUF AN 231
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WA 2 BUT AT AR Yt

N =1

2 gt 5 S

ARICHETHRA PUF BOPIHR s f i T — Rz
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F1 HEXHFSULA
Tab.1 Symbol description

&5 X
CRO PUF A IIEIR G PUF
Delay Matrix M, /M, HERS R M, 5 M,
(C,R) PUF 7 4= (Ul € 550 B R
timestape/() Fisf ] 38 PR 5
(s np) FhBEHLEL
Hash(+) P i i A R
Fisher — Shuffler() VEMR IS
PRNG()/TRNG() PhIEL LR K A

2.1 HGEMME

ST B B SR ] Zhang 256 A2 BT H A L T
F] E 5 CRO PUF 1Y% AL AL, fif e d% G2 [ 2% By
WO B SR R TF A R Ak B AR LA B %% A A7 i
()2 4[] 0. VR BY B A 22 A5 T rh AR, AT
P, BARSBRNE 2 s B 5 IR SS w B B
WK 3 s .

SR 1 SR B

: Device. PUF,, Device. PUF, < Select. Device()

: ID,,ID, < Decice.random( )

: Delay. Matrix,, Delay. Matrix, <= Device. PUF,, Device. PUF,
: T,,T, < Algorithm1(Delay. Matrix, , Delay. Matrix,,)

: Shared. key R < Server. random ()

: Challenge C,,Cp— Algorlhmﬂ (TA,CA) ,(TA,CB) f

: Store(C,,1D,),(C,,ID,)

~N O R W =

B2 PitEMmma I RAE
Fig.2 Algorithm steps in registration phase

of the proposed protocol

8. 107 Device B

store: Delay Matrix M, se}ec::ﬁg{o PUF B
ore:Delay Matrix M, T select:ID,
store:Detay Matrie M, geneate : Delay Matrix M,

1 ToT Device A % Cloud Server

select: CRO PUF A
select: 1D
generate : Delay Matrix M,

Algorithm1: Get the Threshold
return: T, < Delay Matrix M,
return: T < Delay Matrix M,

Algorithm2 : Challenge Generation
shared-Key:R < (T,,T,)
Challenge A:C,«<—(T,,R)

Challenge B:C,«—~(T,,R)

store: (C,,1D,),(C,,1ID,)

B3 HBUEMH&
Fig.3 Registration phase of the proposed protocol
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TR,

2.2 WEINES BESE#HHE

X TAGIE 55 [ 44 58T B B 2 PUF 7™ A g e 2.4
FATEAN 2 42 0 {5 18 h 58 B £ =22 (8] 1 2 22 E , PR
k2, BB IR NI 4 Fios %4 5 IR 55 28I
B B A&l 5 s .

1) 55 A5 Bic s 4B 20 () isf 8] 8% (71, 72),
a3 IAE A Bt LB % A A B9 B 7 A PR B LA
(nags nan) 5 (s gy ), I HRGR BN R S5 4% S.

2) YR 554 S AU B A i RE LA, 38 & MASK
BRI PUF i AE WO E €, 5 €, BI D, =
MASK(C,, PRNG(n,,)) 5 D,=MASK(C,,PRNG(n,,))
SRIGHE Dy nyy B Dy, ey, 5300 KK B 55 A 5048 B.

3) W& A ok BE AL AL n,, f% BT RN €, BD
C, < UNMASK(D,, PRNG(n,,)), Fil i PUF 115 H
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Wi W AE R, TR RE , B 2% B 1E 5 BEALEL n, AT AN €,
FHAHR W A R .

B 2 WLl IATIE 5 ] S B B

1:(T,,T,)< Device. timestape( )

2:(n,,,n,,), (ny ,ny)<Device. TRNG,(T,),Device. TRNG,(T,)

3:Server<—Device. (n,,,n,,) ,Device. (n,,,n,,)

4. (K4 ,KB)‘*Servcr. PRNG(TLAI) ,Server. PRNC(nBl)

5: (D4 ,DR)‘*Server. MASK(C4 ,KA) ,Server. MASK(CB,KB)

6:Update(R™,C}™,Cy™)

7:Device. A, Device. B<Server. (D,,n,,),Server. (D,,n,,)

8: (C,, C,) < Device. UNMASK, (D,, PRNG (n,,) ) , Device.

UNMASK,(D,,PRNG(n,,))

9:(R,,R,)< Device. PUF,(C,) ,Device. PUF,(C,)

10: (r,,,7,,), (1,7, ) Device. Fisher—shuffler(R, R,,)

11:(d,,d, )+ Device. Hash,(r,,,PRNG(n,,) ),

Device. Hash(r,, ,PRNG(n,,))

12: Device. A<—d,, Device. B<—d,

13:7,,« Device. Hash,(r,,,PRNG(n,,) ),

7., Device. Hash,(r,,, PRNG(n,,))

14:if (d,,r,,) <=Device. & ,if (d,,r,,) <=Device. &,

15:else abort

16. Updale( ™, 5™ )‘*Devi(:e.timestape( )
17: (a5, nl5h) , (ng, nps)«<Device. TRNG, (T7) , Device. TRNG,
(ry)

1d 1d 1d Id
18:Store(ny},n) , (g nps)

B4 REikiEde B AR SEEY RE
Fig.4 Algorithm steps in mutual authentication

and firmware update phase
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K, =PRNG(n,,)
K, =PRNG(n,,)

W N, R, 5 Ry 438K (ryy ) 5 (rpsrp ) 1B
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Hash(r,,, PRNG(n,)); W r,, 57, 72 B{EZ N, B
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AW BRI d, Z )5, if(F,y, ) < &, WA BIA
WEBEA A LD .

6) 2k 554 S TR & €, 5 C, 1 R,
WIS 2 50 R R T (Cy, €.

7)1 s B[] 38k BB B ATLE, AT i 45 A
5 & & B oy 377 A H 0 BE HL X (nf, iy ) 5
(>, iy, IF H A7 % 1H B9 BE AL ME (o, n5) 5

(nif it
3 MRAUREIER

31 BRirE&nHh

IZ PR UE P 6 I 15 25 1) {3 5 i 2 4,
UL B AH Yk 35 6 PUF AT W) B SCE , BAR 2 243 By
mr.

1) R . HLASF ) B R A B AT
IS FEUI R CRP 42 5% PUF, 2 2 2 AR K
i CRP, Y2 2 > PR AL —ASHE B (A A5 0 DA A
28 S OBl P SN S . ELR: A SR A AT A

a, [oT Device B

D, =MASK(C,.K,)

’ D, =PRNG(C,.K,)
,n
A B2 Update: (Rnew R C:ew R C:;w)

C,<~UNMASK(D,,PRNG(n,,))
R <PUF,(C))

(rAl s r/lz)‘*Fisher—Shufﬂer(RA)
(1,'A<*Hash(r‘41 L PRNG( "’Bz) )

Fp<Hash(r,,,PRNG(n,,))

gy gy T2 = timestape( )
D, (ng, ,ny)<"TRNG(T2)
Dysnyy
> (, «UNMASK(D,,PRNG(n,,))

R,;—PUF,(C,)
(7, s74,) < Fisher—Shuffler(R,)
dyHash(r,,,PRNG(n,,))

7, Hash(r,, ,PRNG(n,,))

if (d,,7,,) <e %

B°' B2
else abort.

if (7,,,d,) <e

else abort.

Update: T} = timestape ()
(n:(-;w s n:;w ) <7:F)1:{1\1(‘;( T|llé',\v )

o old old
st(ne(n/“ STy )

Update: T5™ = timestape( )
(nj,nhy)«—PRNG(T5™)

. old old
store(njyy ,npy)

A5 Eikitl B4 &3 H-ik

Fig.5 Mutual authentication and firmware update phase
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CRO PUF J2& FVE % B3 4 i i 55 PUF, & A Ui [ #2 11
IO B B A B %51, B A = BB A T
LA BT L O A, 8 Gt MASK BB R4
(C,, COMH , Lh K Fisher — Shuffler T V5 5 124 0 1o {1
G RPERGY (ras o) 5 (s ry), IR Hash B
B BLE & A s OR3P 1 & TP A3 0 e B A 7, T
Hash pRECER 1] M 9 R 05, Tl S L 57 T N 25 L, 3R
BUR B B S CRP AR, R IL , Bk AR XEXT PUF 47
Bl ) A

2)ANTE I . 7 15 A B AR AR
NIRRT B TCTE A SOOI M IR 13 R N8 R (e
JSWEIE NS LTSRS Ny S NP SR E s
BRI MGh A L eI TR BUE B D, 5 D, B
Rl €, 5 C, 8 it MASK pRBIEAT I B 47, Bk
B AREHERT B €, 5 C, i . BEhE & BT H R 4,
5d,2 )5, Bl d < Hash,(r, , PRNG (n,,) ) , d;<Hash,
(ry, PRNG (n,,) ). H T A pRELCL— M, HOASBE AR IR
B R, 5 R, IH . R % B CRT LB 1E 07 B
PRI .

3) 2 [F M AR PSR SRR B, 15 A i e A
BAIBEHLEL (n), n ) 5 (ngs ng ), TR INQL A B —
FAINERIBENLEC (n3, nid) 5 (g, n). 4 B
)20 i i, 35 4 A B LB S 1 5 BT (HR R
B BENLEON - A7 5 Y 9k B — 3 UGLE, IR S5
2B MUE D, nys 5485 A, [ BFR UHE Dy, nly' 45
W& B. A& AR B 58 UEE 4 5 F—FA
WE—2, % Bk [ 1 diy 5 F—%8 AR Ta] L R ]
DIASI 15  2Z2 [R] A ) 25

4) T . D BCEIL R SR FH B [ B R BT 1
BEHLEL (nyys o) 5 (g m, ) R BT G . LA AR
AAIE R 11, 485 56 i R i+ 1 YR Y BE AL B 1) A
(ni,nin) 5 (ng 'ni '), MBGE BRI R 2506
MR D, dy Z )5, 75 i+ 1 UGN, 54 A3 1 2
WHECAEHND ", 4 FI, Bt B A2
ST, F R B I

SUR'E oYXl B OB il ik A i TR
RIRA R d, 5 dy. I AR, B AE R d, 1)
T B R 1y, , 38 53 MASK R BOR R4 PUF Y
A €, TR B3 S VRVE SRR R R R, EA T A
t1F Hash sRECH A B —M, 301535 B 4, R A e
NG 25 B . I IZ ML, e 3 AR R
B A B S RS S IE . TR BE 220k 3 P al
IR 555 s, R BEAR BB €, 5 €, W{E, TS g
e RN

6) ) oty A B SCRT LA ) A B AT
B, B F BT B Dy, gy Dy gy dy 5 dy JEREE
SR FUE B R g3 Wr 599 BB 2 % J5 145
B BGEE AR E R Z G R Z AN RN
S F BN IE W . 5 Sty F AR AR AT N2 5 A5 S, B
il E Yk Al Mok 5 N BB AR B PUF B9 CRP X
(C, R,), HIIR A Z [H A UE 2 2 .

3.2 hGIERA

AT FH BAN 12 45 08 I B PUF 7= A= 3k 52 25 4
B2 4k BAN 2 3 R UM SUE Ak o dr 5 k, ml
DI 7R — 6B I8 XAk R AR ME 2 S0 0 B . BAN 22
Hoyw HWEZEA TR IR, SARTHLH
BAN iZ 55 A9 2 00 4 3 s

F2 BANEZBEHREANEE/FSIHA

Tab.2 Common logic symbols description in BAN logic

ik L e X
Pl=X  PRISXRESN | Pl X SHEPR XA
P~ X PRERGHEX | #(X) XA

P<aX  FHAPWENEEX | (XY) XsS(YE(X,Y)—#50

(X} B4 KX B X bk, KJ& PHIQ Z I
R ey Y ¢ St

*3 BANZIEE BrYZERN
Tab.3 Common logic rules of BAN logic

FHU] A BLk S SN,
1 e e Pl=P<t50,P<{X),
B 13 8 SR o
. Pl=#(X)
FU 2. LR s

Pl=#(X),Pl=Ql~X

HUI 3. {36 U =0l X

Pl=0Ql=(X,Y)

B 4. {5 EALU ETES

WEF o0 B ik & A S BE R DL S D2, R
-t S, UM T BRAR AR S T L & B )
PEENT .

M1:D1 — S: Ny Ny s M2:D2 — S: Npis Np,
M3:S — Dl:{c,, n, }"H, Ny M4:S — D2:{c,, ny }”m, Ny,
M5: D1 — D2:{r,,np}, 5 M6:D2 — Dl:{ry,n,}

PMSRIERAAR BT

AL: D1 =#{n,,n,} A2: D2l = #{n,,ny)

A3: D1l = DI<—>S; DIl = DI<—>§

ny,

Ad: D2l = D2¢25S; D2l = D225 S
A5: D1l = DI<—>D2; D2l = D1<—=>D2
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G1: D1l = Sl ={c,};G3: D2l = D1l ={r, };

G2: D2l = Sl ={¢,;};G4: D1l = D2l ={ry };

IR B AR KT, W 15 25 5 IRk 55 # S #B
XA S S O HAMV R EH ST &
SRV SOBE R E S . ATAR R R 3 &
W4T G R AR R .

A AL 15 A3 M3 ]l

D1l = D1<=>8,D1 <{c,, n,,}

D]'ES|"’{C4,7L‘1]} : (1)
AL 2 5 A LT
D1l = #(CA’ nm) (2)
AL 3 K=K (1) 5 (2) mT A
D1l =#(¢c,,n,, ), D1l =Sl ~{c,,n, )}

D1l =Sl ={c,n,} )

L 4 55 (3) AT
D1l =58l ={cny,) (4)

D1l =Sl ={c,)}
PRt ATHE A E AR GL: DL = S1 = (¢, ) &
A5 RS a5 SHEEH ).
H R 15 A4 M4 AT
D2l = D2¢25>5,D2 < {cyny )

D2l = Sl ~{ ¢z, ny} B (5)
i ARDU] 2 5 A2 AT .
D2l = #(ny,) 6)

D2l = #(cy, ny,)

[F] 2, p AL 3 A4, KX (5) 5 (6) ATHER] H
FRAR:G2: D21 = S = { ¢, ).

R 15 AS M5 AT % .

D2l = D1<=5D2,D2 < {r,, ny)

D2l = D1l ~{r,,ny} - (7)
HI RO 2 5598 8 A2 T
D2l =#{n,} (8)

D2l = D1l ={r,,ng}

AR 3 5 (7) 2 (8) AT
D2l =#{r,,n,},D2 =Dl ~{r, ny)

D2l = D1l E{r.4l’nf32} )
LI 4 534 (9) T
D2l = D1l = {r,,, n,) (10)

D2I =Dl ={r,)
Kk, fTUERS H bR G3: D21 = D1 = {r,, }, X

PRI 1 5 A5 M6 ATl :
D1l = D1<=>D2,D1 < {ry, n,)

DU=D2~(rnal (1)
FHALIN 2 5 A1 AT
D1l =#{n,,} (12)

D1l = #{rp,n,)
fe] 4L, AL 3 A 4, Je 2K (11) 520 (12) ATk
Bd:/]—T/A\\J—itG4D1| = D2l = {I‘B] }
3.3 BAUTESH
ProVerif "/ J& N FH T 55 1k T AR 2 v 2 61 13 3
9 T SCHFRERR AR XS B N85 874544 Hash BR
0. Diffie-Hellman %5 91 PML 15 2% M J5E AT 1
AR B Ao B AR T Al ] ProVerif A UE B
JIT i DML P 2 1 0 1 Bk e
PIMSCE SR 55 4 5 i s Z 18] i 2L 52 380U ske, LA
L5 A 5% B I3 ZE % B skr. 7E Dolev—Yao £
RUSITR 1 6 2 DU e A 55 IR 55 4 B DIIE BT AR
DU~ Z5 44 . UserStarted Fl UserAuthed, Server—Started
F1 ServerAuthed , 2335 % 8 ske LA K skr [ 4 1A
ProVerif 25 1f) PR A 25 R AN 7 B 7, 38 5 245 2R m] 4%
I BLORAE B 03 B0 UE J PR R R 5 (0 PR M, &
TR PRI B
event UserStarted (bitstring ).
event UserAuthed (bitstring).
event ServerStarted (bitstring).
event ServerAuthed (bitstring).
query id:bitstring; inj—event(UserAuthed (id) )==>inj—event(UserAuthed(id) )
query attacker(skc).
query attacker(skr).
H6 #&5MEBGINEFHAREN T4

Fig.6 Authentication events and key security query

‘7 hiFing i

Fig.7 Query result in the proposed protocol

4 HILERES T

AN N AR A A7 R BGE A AR 2 T T
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