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Abstract: Money laundering in cryptocurrency transactions is differentiated from traditional financial crimes
due to its strong anonymity and decentralization. The existing anti—-money laundering techniques cannot be directly
applied to cryptocurrency transactions. Considering the traceability, interpretability, and measurability of money laun-
dering crime forensics, this paper designs a four—stage money laundering detection approach: (1) defining a set of
transactions of a user in a period as a transaction behavior; (2) constructing a set of features to characterize transac-

tion behaviors; (3) adopting outlier detection and small cluster detection methods to find out loud and subtle anoma-
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lous transactions; (4) analyzing the suspicious score distributions of users and calculating a suspected—launderer

value for each of them. To evaluate the performance of our proposed method, a real-world money laundering dataset

is obtained and experimentally evaluated. The experiment results show that our approach obtains 96.02%, 95.05%,

95.83%, and 95.81% accuracy in terms of abnormal transaction behaviors, suspected money launderers, loud abnor-

mal transactions, and subtle abnormal transactions, respectively, all better than benchmark algorithms. Moreover, the

carefully—designed features of transaction behaviors can offer supportive interpretations for the detection results and

help exchange security officers to carry on further investigations and crime forensics.

Key words: cryptocurrency ; anomaly detection ; anti—-money laundering; outlier detection
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Tab.1 Samples of transaction data in a cryptocurrency exchange
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Fig.1 Flow chart of automatic money laundering behavior detection
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JEME TR P H At e BV . Hod,
LRI RS B I e v BE P U R R 4F

DLOF(p) = ecC,

o= 3. Bl ASCEESS @5 P (1 AT BEVRER (EE L
U, AT
. > DLOF(T, )

(2)

FRAE 1R T vk, 19 28— P Y Al BE e R (E S
HAH S H AT AT 0 . X v ol BE PR R (A 19 FH P kA
SrRT R — KRR P XK
DLOF {H KAk F A @ K. 28 5 T L R 3RoR , M Ar]
R ] REJE 28 5 T TAE N L sl 0l 4 F LT RER
R HEATRIE L ) . ARPEX I P 128 55 > 158 4
HAZG AT R, R R G T R Z 55
R R BN T =AM A
SCEAT T — AR P 052 . 85 T &
AT BERER M A P, S BT R Z AT e SR
(BRI 5 0 SR, SR 05 B 0l 2 — 2 SRR P il
SRR P BRI R

A B i PSS S AT R my, 385
TR EYE o, S HIEIE 2. 0, 5 2z, IR
G20 1[I

a, = Zj; DLOF(T_)/m, (3)

zi=zj_”;l{1 —PN(DLOF(T,.,.),M,U)} m,  (4)

PR m, > b (857 B M) ,
a; > k(S HE T AEMEBIE), 2, < k(81T
J P A FAE) Lk, = 300, k, = 100, k, = 0.4, WHRiC
PR L X 3N B R R Ak
SAF W, IR BE B T RR R P ) 2 56 R B
RAF.

5 EHSIF

51 KInERE

RS2 Y PC L&l CPUI9-9900K .32GRAM L
WA 4 1.5T. 38R H python i 5 S8, 5 {8 4130
5% 42 python 3.7.

ARSCEERE T IR 34 S B HIE TR 5L .
1) JR 0 S 133 (LOF) . LOF 343k SR 1) i 2%
PEVEERZE Z) AT IR SR T e A S AR
YLD BN B8k = 20, 2SN E R . 2) 3
T K-Means 5% (9 Jmy &8 5 # [ 53 1% (KLOF) 7.
K—Means 55 15 & — Fh 3L TR 40 ) SRRk L AR SLEG
JE R T X HE B 5 P DBSCAN A ST T R A A 3L
PE . S8 k8 I 2 ) TN E L ko= 33, 3) JRaL
PF MK B ¥ (DiForest). DiForest 2 B2 45 & 1



126 PN S QRS )

2022 4F

DBSCAN 52 il iForest JIR 7 S 4G M . A SE 86 2R T
55 9IE 45 A DBSCAN 2R 2 Ml LOF JR A7 25 A6 1 ) A5 5%
£ . DBSCAN B LS % e = 4, P = 41, iForest 8. 1%
IS o = 300, M. = 0.6.

R 3R E R R ST (H
PO WA . fr B BE S R BOE BE , /N T
BIE A5 3 1 28 Z3 47 R PO Bk i =8 47 ()
PO RS T, RHEESAT N RS a =
2000, PEEH P 581553 BIE b = 500. 3 A [
B9 1 A 2 25 R B S 0 1 I REAS 5 R AR
B HLA R RS | TR X B2 558 5 i &
FAFMVTE Ja a8 . L Ko 7% 38 517 0 (U
R ) e 7 DRSS 58 e, BT okt o7 S AT i o A O
AU .
52 HiREE

ARAFFEIN SELF DT T 28 5 B AL T 10
AN FH P B B3 o BBCHIR A Ry A S S e i S A 4
IFI1E T G0 X SE R HEAT N TS 43 Br Fibric
TN 5090 42 (%) Bsf 1) 5 5 Sk 2018 41 4 H 23 H & 2020
4 H 8 H 13002 7 R EIAL Gl sk . il L
FIFric g R, WA EE 4R A 9 981 ik I (3
AR 230 M EREEFH ) , 47 618 N IEH X H 1T H .
W1 KB T 191> 7] BEBEER ] F 424 S 0 A8 o AT
R Ve SR 3 AT M 244, Bl YE S5+ 7 22 o) 17
H184).
5.3 #5%Rin A

A S 55 38 Ao RV KB B XS L T DLOF 3.3k DL % 3
A B ARSI B L TR VA B SR ML 2 2T R
SERIRURG I 25 W T8 3 2, Horh  IE 48 2
(AT BEVRER) FEAS , T B2 IEF (AEVRER ) FEA . IRVE
P IE VR A 2R (Accuracy ) A 713 (Recall) K
112% (Precision) DL K F, 4 MERFEFR .
54 LWEER
541 FHXHATAFTERBEM PN 2R o4

FINZGATHAAH P A2 5 ER T 4

PR SC IR 25 5 . Bk U, DLOF SR i,
BRI S5 3 G AT R AT BEVEER P 0 44T
Mg bR 00 T H AL B 2, LOF Bk Rk 2,
DiForest 5572 iU R e 2%

MAGTR)Z K E 445316 10 A i s i, 3X
s N IE 5 22 5y 47 o (IE 3 ) B B E 5 AT R
CRHPOECP 7 He AR & s 4 R 22 R, R R
SRS 1) S 5 A G AT o (e FHP ) B 25 55
K, DLOF Bk 9 A 5] v T2 8 550k s K i
RS, IR — 2 Ry T BRI A XU, , I e SRk
T A, IS5 T 0 38 5 Bt vh S8 S8 S AT
Sy (58 PO A BRI i R 2 80T B
FAH.

AN L2 T TR , DLOF 341k YRR 34 hy
P, X UER T A SRR A R . DLOF B33 46 I 51
29N AT AT N . A BT R IR I B Y 134> 7 0
25 AT KB o BT B4k 38 & R AE 491 4
Taaso o TEIR 5 FNAREBCF B MY SEASL Y, H %
22 S 1) 18] B 5] [8] JL-P A 55 5 T 10, 5 32 22 FHR AT 7)N
BT T AT T 228 5 W8 X5 48 [m] Fp B £
H LA — R KAEAE 5 BOR/INGL 2 5 7 e XA 35 22
S EERGIN G W SRR o] BE R AR AR AR SR EO
% B3 5 X SRS 5T A DI RRE . DLOF 53
PRI B 12 4P BEPRER AP, R &) T R B AR 3
ANFEVE A I 2 1 1T SEVRER P . LOF S35 I £ 19
NS H A AT M T AT BV, e EE
A 0 () PR AR R AE . LOF B33 BRI 21 T 2 A4 B 14
SEE A AT R X UEH] T ABE5E 5] A DBSCAN 55
B A ELME . KLOF B3k JAR I )17 A3 2 9110
F6A~nT SRR, b nl WL, K-Means 8072 %) 1
BRI 5 5 28 20 A R A ) 50 AS 1 DBSCAN 45
2, B9 A K—Means 5575 52 1 75 % i 25 M 538 28
GAT R BRI AR AR 2% IR MRS R o BN R A
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Tab.3 Experimental results of abnormal transaction behaviors and suspicious traders detection

] S AT K AT BRSSP A
T WERR% BB % K21 % F/% WERR% B B%% K12/ % F /%
DLOF (A30) 96.02 69.05 1.45 2.84 95.05 63.16 2.40 4.60
LOF 95.98 45.24 0.95 1.86 94.95 36.84 1.40 2.70
KLOF 95.97 40.48 0.85 1.67 94.93 31.58 1.20 2.31
DiForest 95.94 21.43 0.45 0.88 94.89 21.05 0.80 1.54
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DiForest B VAU 5 22 , AR I 1] 9 A I8 35 14 57 52
AT A A BAT AR 3 T BE VR BRI A R P
S3AT AT RE PR A2 B X 4 Sy 8 1 e BRSP4k
P ey 3 S, HOANGE T e e 80l & Rk R
BILIE A4k B U B8 25 ], g e W) s A K o
AeFE AT BB B B0 AT SRR
542 REMATEHEFE X AT AW RS

4R 40 0 2 R BRRE H 2E SAT
Sy A ) S I 45 SR L DLOF 845 15 118 36 PRATY 4R de &f
LOF 1 KLOF Bk I RUR IR 2, DiForest 5574 1) R 8L
FRX 25

TERI 0 25 1 S 28 By A7 A U T, DLOF Bk 46
I3 19 A 2 35 Ve 5 % 58 2 478, W L DLOF S8 7
o) i 2 M S S S AT R AR BT R %
YR AR B () 5A B F R w2, AT a2
R AT B Y R R TR AU AN, T Ay 34 ELA B Ak
25y K a5 SR AE ARG 10 38 50 47 M R fiF 4 A v 5

WA 5 Z AR E . LOF B I 3] 17 4> &
SEH G AT N BRI A F DLOF 5303, 3 UE B
FH LOF B30 46 I d 28 S5 28 Sy A7 M A 80,
WEBH T 5] A DBSCAN ZZ A3 16 R BT A R A ) 3%
P S H 32 55 47 4 . KLOF Fl DiForest % 45 2 , 435
R0 50 14 4519 A g 25 PSR a8 B AT R, Hax s
A AT M i e PR

PRI B S5 28 B 47 R T 1T, DLOF Sk A6
DU 10 4 Bt S5 2 AT 0 BN, T s, 15 JOM i
FRIEAE 7 TAERT R 22 55 %2 8 Wk BR R AP 22 5
B (LR 5 B 6 IR A ) AU BB 22
Sy B B IRBUN 60% 5 Tgserr - KB 42 A
5 /NG G AR AT B AE A8 Sy W ] [R] g 34 R
5 min A2 4 HE S H A [F 22 5 B R 22 5 L i
LOF FI KLOF H 43 5l 2] T 2 4> H1 3 A Bt 5
54T, DiForest B3k A K B . %45 FRARB T
DLOF 55 K50 B 1 558 38 Sp A RO A0t

x4 BEHRNMBEHREREZIZTARUNLEER

Tab.4 Experimental results of significant and covert abnormal transaction behaviors detection

NS H S AT A

W 5 58 Sy AT ksl

e HETI /% A I13/% HE51% F\1% HEH /% A 3/% HEH%1% F\/%
DLOF 95.83 79.17 0.95 1.88 95.81 55.56 0.50 0.99
LOF 95.82 70.83 0.85 1.68 95.77 1111 0.10 0.20
KLOF 95.81 58.33 0.70 1.38 95.78 16.67 0.15 0.30
DiForest 95.79 37.50 0.45 0.89 95.76 0.00 0.00 0.00
5.4.3 452RJA P 25 R AT — BRI A

FEER P 48 28 2 i vp ) T AR 5l R 45 45
T AT LR RS AT KA Sy X R BUBATTY
SRS Gy AR E KT AR 45 5 i Bk Ry
AT EEVRER P, DR T BEHE B IX 2R P 6 58 5 il
4 B TAER T
DLOF S 480 T ik P i B , 4R i Hox 345
EIEA X — B . AE9 981 /NI b, Rk
M 2304, DLOF . LOF .KLOF 5 DiForest 5 1=
e 2 L AT BEGRER H P B00 S o RERR P SR
12.61% .87.39% .90.87% F195.22% , 43 5| 1 54 1 1
f AT BE Uk £k P B 5.80% . 40.2% . 41.8% L) K
43.8%. ML AT UL, DLOF 383 B 2y 4 A0 m] BE R ER ]
FURRRIR P b AR D i A 3 A B S )
A GEVRER P R P 2 5 A AR R R L X
SO 28 oy T 4 4 D3 I PRAR T AR SR S LR AS, 1X
S S5 S SR T A S RO ACRRRR FH P i R X

BRUICZ AN AR R AT T — X g, B¢
At 3 AN B e i ACRE R P R — 2D R 5K
Y A5 R AN 5 TR - 4 DGR XHRRIR P 00 1 R %
HRHL =, Horh DLOF B9k U R B At , Wi B 1 230 4~ 4
TR PR ) 201 A4S, 4 AN R 0 A [R) 4R 5K
Bk 1544, B REaR FH P 1Y B 3958 5 OB i
500 1K, H 2122 5 #3485 10 000 CNYT (78, i%
S 25 R TR A UE W T AR SCRR IR R P 0 B O 1A 1A
R

®5 BHBAPRISELESR

Tab.5 Experimental results of special traders detection

Sk HedhA%  ARAR% A% F 1%
DLOF 96.71 87.39 41.20 55.07
LOF 96.57 84.35 38.80 53.15
KLOF 96.53 83.48 38.40 52.60
DiForest 96.31 78.70 36.20 49.59
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