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Abstract: Most of the existing abnormal traffic methods are based on supervised learning. It is extremely difficult
to obtain and mark abnormal traffic data samples in real life, and there are many limitations. In addition, due to the
diversity and complexity of abnormal network data, the adaptability of various detection methods is poor, and it is
difficult to judge the new abnormal traffic. Based on the above problems, this paper designs a semi-supervised
abnormal flow detection framework, MeAEG-Net (Memory Augment Based on Generative Adversarial Network ) , to

detect anomalies by training only normal flow sample data and comparing the reconstruction errors of the underlying
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characteristics of input flow of generator module. A generative adversarial network is used in the model to better train

the generator. The generator adopts the structure of an autoencoder and decoder to solve the problem that the

autoencoder is susceptible to noise. The memory—augmented module is added to the sub—network of the autoencoder

to weaken the generalization ability of the generator module and increase the reconstruction error of abnormal traffic.

Experimental results show that the method proposed in this paper can achieve a good effect on abnormal traffic

detection under the premise of learning only normal traffic data samples. Finally, the future research direction and

challenges have been prospected.

Key words : abnormal traffic detection ; generative adversarial network ; memory augment module ; reconstruction

errors ; semi—supervised learning
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Fig.5 Model training and test flow charts
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Fig.6 Comparison between MeAEG—Net and the traditional ma-
chine learning methods(NSL-KDD Test+)
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Fig.7 Comparison between MeAEG—Net and the traditional ma-

chine learning methods(NSL-KDD Test-21)

®1 SEEHNHEFIHMEEE LS (NSL-KDD Test+)
Tab.1 Performance comparison with traditional machine
learning (NSL-KDD Test+)

Tk AUC EHi%R/%  F,~Measure
S ) 0.840 81.50 0.815
ANZR DL -2 0.908 76.10 0.759
FEHLIRT 0.827 81.40 0.814
KRR AL 0.775 75.40 0.752
Z )AL 0.759 75.80 0.757
MeAEG-Net 0.946 88.50 0.901

R2 S5ESENREFINMEEELLE (NSL-KDD Test-21)
Tab. 2 Performance comparison with traditional machine
learning (NSL-KDD Test-21)

Jrik AUC EHi#/%  F,~Measure
) 0.746 64.90 0.689
ANZR L4 0.650 54.90 0.599
LI 0.649 64.80 0.687
SCHE AL 0.585 53.30 0.585
Z )AL 0.687 54.10 0.592
MeAEG-Net 0.744 80.90 0.890
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Fig.8 Comparison between MeAEG—Net and semi—supervised
deep learning methods (NSL-KDD Test+)
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Fig.9 Comparison between MeAEG—Net and semi—supervised
deep learning methods (NSL-KDD Test-21)

®3 53 EEREFIFENMR LS (NSL-KDD Test+)
Tab.3 Performance comparison with semi—supervised
deep learning methods (NSL-KDD Test+)

itk AUC E#i%/%  F,~Measure
VAE 0.667 62.30 0.509
CAE 0.770 75.00 0.751
CAEE 0.917 84.80 0.859
AEG-Net 0.927 85.70 0.874
MeAEG-Net 0.946 88.50 0.901

F4 5FEEBREFIFENELELLE (NSL-KDD
Test—21)
Tab. 4 Performance comparison with semi—supervised
deep learning methods (NSL-KDD Test-21)

Ttk AUC EWi%R/%  F,-Measure
VAE 0.602 36.90 0.380
CAE 0.693 61.80 0.709
CAEE 0.697 72.10 0.826
AEG-Net 0.735 78.00 0.864
MeAEG-Net 0.744 80.90 0.890
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